2024, 21(5 Special Issue): 1754-1764 @
https://doi.org/10.21123/bsj.2024.10521 :
P-ISSN: 2078-8665 - E-ISSN: 2411-7986

W
AT

Baghdad Science Journal

Design and Enhancing Security Performance of Image Cryptography
System Based on Fixed Point Chaotic Maps Stream Ciphers in FPGA

Ahmed Amir Salih*! , Zaid Abdulsattar Abdulrazag? , Harith Ghanim Ayoub?

!Department of VVocational Education, Nineveh Education Directorate, Mosul, Irag.
2Northern Technical University (NTU), Mosul, Iraq.

*Corresponding Author.

ICCDA2023: International Conference on Computing and Data Analytics 2023.

Received 26/12/2023, Revised 20/04/2024, Accepted 22/04/2024, Published 25/05/2024

—GJ
© 2022 The Author(s). Published by College of Science for Women, University of Baghdad.

This is an open-access article distributed under the terms of the Creative Commons Attribution 4.0 International License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly
cited.

Abstract

Within this document, a novel system for image cryptography design utilizing fixed-point stream cipher
chaotic maps is proposed. The system consists of fixed chaotic maps combined with generated 32-bit
Pseudo Number (PN) all implemented using Field Programmable Gate Arrays (FPGA) through the
Xilinx System Generator (XSG) environment. The most common chaotic maps-based cryptography
involved in this work are Logistic, Lozi and Tent. The parameters of each type determine the key space
required for decrypt the original pixel of plain image, Logistic map has one parameter r, Lozi has two
parameters o and B, Tent has one parameter |1. The main idea was to combine another parameter pseudo
number (PN) to increase key space, which is the main measure of security performance against brute
force attack. An innovative pseudorandom bit generator (PRBG) referred to as XORing these chaotic
maps were called the fixed-point cascade chaotic maps-PRBG (FPCCM-PRBG), with an eight least
significant bits of 32-bit pseudo number generator (PN) this method is known as fixed point cascade
chaotic maps-PNBG (FPCCM-PRNBG). The randomness of the generated keys was evaluated using
the National Institute of Standards and Technology (NIST) tests, including frequency, Frequency (Mono
bit) and runs test. The security performance assessed through histogram analysis, correlation coefficient
analysis, information entropy, pixel changing rate, and structural similarity. Xilinx system generator is
an effective tool embedded in MATLAB/SIMULINK environment utilized for the work
implementation. The system implemented using co-simulation method on the ZYNQ 7000 SoC ZC702
Evaluation Kit, with a key space of 22% and a throughput of 269. 32 MB/sec.

Keywords: Chaotic maps, FPGA, Image cryptography, Pseudo number, Security, Xilinx system
generator.

Introduction

Today, with the high use of digitization in internet, from unauthorized access is known as cryptography,
the use of digital image is the main concern of digital it is not easy for traditional cryptographic algorithms
environments like 5G, so its high need for protection such as DES, RSA, IDEA, AES to maintain high
for that image by using more confident encryption level of security know the need of chaos system
algorithms. The process of protection information comes on 3 Chaotic map is used for many
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application science fields specially in the last
decades because it has a good randomness factor and
also very sensitive on parameter changes, the huge
randomness range of chaos enhance the
cryptographic process specially for large bits like 32
or 64 fixed point parameters *°.

The FPGA implementation of chaotic maps 5 is
quite simple because of the simple equations needed
for them made the Xilinx System generator the
suitable tool used for the design 8. For modern stream
ciphers, WEN, Heping, et al concentrates on
frequency, block frequency, serial, etc. for the
produced key generated by chaotic maps and
histogram, correlation, entropy, pixel similarity, key
space.

The main contribution of this paper is to increase
security performance by increasing the key space of
the image encryption/decryption by using hybrid
chaos with pseudo number bits generator (PRNBG)
and  acceleration the process of that
encryption/decryption by using FPGA through
Xilinx System Generator methodology. AYUBI,
Peyman, et al ° proposed image encryption based on

Methods
Fixed Point Chaotic Maps Based PRBG

The image encryption process involves utilizing
Fixed-Point Chaotic Maps (FPCMs), namely
Logistic, Lozi, and Tent. The mathematical equation

for the Logistic map is expressed as follows in Eq. 1
16,17.

anan(l'Xn) ....... 1

Here, Xn represents the variable state ranging
between [0-1]. The parameter 'r' lies within the
interval. To implement Eqg.1 and incorporate it into
the system as a Fixed-Point Logistic Map Pseudo
Random Bit Generator (FPLOM-PRBG) ¥ Xilinx
System Generator (XSG) is employed. The logistic
map is set with an Integer length of 4 bits and a
Fractional Length of 28 bits, while the value of r is
assigned as 4 (r = 4).

The presented chaotic introduces a straightforward
two-dimensional representation [12 can 19], as
shown in Eqg. 2 and Eq. 3:

chaos game with pseudo random generator humber
generator (PRBG) with a key space 2%2, FPGA
technique via Cyclone V GX Starter Kit FPGA
platform using for Nahrain digital image encryption
implementation by MA, Yunling, et al *° produced a
2280 key space. ZHOU, Minjun et al in 1! presented an
image encryption model to extend advanced
encryption standard algorithm (AES) to enhance the
algorithm ability to brute force attack with 228 key
space. Quantum image encryption-based Henon
chaos mapping presented in 12 with 101 sensitivity
level. While the key space for hybrid chaotic scheme
presented in * was 2!?? for fixed point chaotic
parameters. RAHIMOV, Hamed et al in * presented
digital image encryption scheme chaotic maps
associated with elliptic curve AIGAMAL encryption
method provided 2% key space. The key space in 1
used for enhancement of image crypto system using
hyper chaos was 2%, FPGA in 1 used for fractional
order chaotic maps for sound application with 214
key space. BONNY, Talal, et al 1" proposed two main
image encryption ciphers Fixed Point XOR Chaotic
Map-PRBG (FPXORCM-PRBG) and Fixed-Point
Cascade Chaotic Map-PRBG (FPCCM-PRBG) used
for image encryption with 22° key space.

Yae) =B Xn e 3

Here, o and 3 are the parameters of the Lozi map, and
Xn represents the state variable. Xilinx System
Generator (XSG) is employed to implement Eq. 2
and incorporate it into the system, resulting in the
generation of a Fixed-Point Lozi Map Pseudo
Random Bit Generator (FPLM-PRBG). For this
system, the Integer length is set to 4 bits, and the
Fraction Length is 28 bits. The values of o and f are
assigned as 1.4 and 0.3, respectively.

In mathematical terms, the tent map represents
another type of discrete time dynamic system. It
maps the point Xn from the real part and plans it to
another point, as described in Eq. 4 8.

uXn for Xn < %

4
(1l — Xn) for 1/2 < X (n)

X(n+1)={
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In the context of the tent map, where W is a real
positive factor (set to 0.5 in this case) and Xn
represents the state variable, a diverse range of
dynamic behaviors is observed, ranging from
computable to chaotic. To realize Eq. 4, Xilinx
System Generator (XSG) is utilized, integrating it
into the chaotic system to create a Fixed-Point Tent
Map-Pseudo Random Bit Generator (FPTM-PRBG).
The parameters for this map are consistent with the
previous chaotic maps, with an Integer Length (IL)
of 4 bits and a Fraction Length (FL) of 28 bits.

Proposed (FPCCM-PRNBG)

Image encryption can exhibit varying levels of
randomness based on different comparisons of
Fixed-Point Chaotic Maps. These chaotic maps can
be combined through exclusive XOR or cascade
connections to create two distinct Pseudo Random
Bit Generators (PRBGs): Fixed-Point Cascade
Chaotic Maps-PRBG (FPCCM-PRBG) and Fixed-
Point XOR Chaotic Maps-PRBG (FPXORCM-
PRBG).

To enhance the key space and randomness, this paper
introduces a novel approach. It involves performing
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XOR operations between FPCCM-PRBG and a
Pseudocode (PN) generator, resulting in the
development of a new ciphering bit generator named
FPCCM-PNBG. This innovative method aims to
improve security performance in image encryption,
as demonstrated in the following Eq. 5:

FPCCM-PRNBG= FPCCM-PRBG@PN
FPGA Model of Image Encryption

The image encryption process is illustrated in Fig. 1.
It involves utilizing the ZYNQ702 evaluation board,
which operates at a clock frequency of 667 MHz
within the encryption system, the gateway-in and
gateway-out functions from Xilinx system generator
are employed to facilitate data conversion between
the MATLAB/SIMULINK environment and XSG
(Xilinx System Generator) as well as from XSG back
to MATLAB/SIMULINK, respectively. The
encryption and decryption procedures are part of the
system, with the input being a one-dimensional
signal derived from an image. The data represented
in an unsigned integer format (uint8).

256256
, [ | » Image Video
[256x256] Viewer

o]

image post processing 1

Cipher image

[256x256)

Video
xor 1 1 P Image
(256x256) o Viewer

image post processing 2

image after decryption

Figure 1. Block diagram of proposed image cryptography system in XSG environment.

The original image, having two dimensions
(256*256), is transformed into serial samples using
the image preprocessing block. This block
encompasses the following SIMULINK
components: "convert 2-d to 1-d" and "unbuffered.”
The purpose of these image preprocessing blocks is

to convert the input matrix image into serial samples
with an unsigned format (8-bit width). These serial
samples are then XORed with the key generated by
the chaotic transmitter, resulting in the Cipher image
as shown in Fig. 2
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Figure 2. Preprocessing Simulink blocks.

During the decryption stage, the same XOR
operation is applied, this time using the key
generated from the received image. This process
yields the plaintext image. However, before
obtaining the original image, the plaintext image is
passed through the image post-processing block,

L | (es536x1)
ED T o

[65536x1]

[256x256]

which consists of three blocks: "buffered,"
"reshape,” and "data type conversion.” These blocks
serve to convert the processed samples back to the
original image dimensions (256*256) shown in Fig.
3.

256x256
uintg |20

[256x25

[256x%256] 6]
Out1

Figure 3. Post processing Simulink blocks.

Results and Discussion
XSG Based Fixed Point Chaotic Maps-PRBG

The chaotic maps based fixed point, namely
FPLOM-PRBG, FPLM-PRBG, and FPTM-PRBG
are utilized with a fixed-point representation having
aword length (WL) of 32 bits and a fractional length
(FL) of 28 bits. Additionally, specific initial values
are assigned to each chaotic map: (r = 4, X0 =
0.939243) for FPLoM, (0. = 1.4, B = 0.3, x0 =

0.5271427,y0=0.4574243) for FPLM, and (un=0.5,
X0 =0.5271456) for FPTM.

To implement the chaotic pseudo-random number
generators (PRBG), first namely FPLOM or Fixed-
Point Logistic map, the Xilinx system generator tool
is employed for this work. The corresponding
implementation is depicted in Fig. 4

1 s g ]
a-b
1 ~#{b
sel :
single pulse block axbl* P ab)—»{ 1
b it
4 o »la it
axb
*b
di
3.9809900983608723
0.93924300000071526
f
0
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Figure 4. Fixed Point Logistic chaotic map (FPLOM) via XSG environment.
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Second namely FPLM-PRBG or Fixed-Point Lozi
Map, the corresponding implementation via Xilinx
system generator tool is depicted in Fig. 5.
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Figure 5. XSG Based Fixed Point Lozi chaotic maps (FPLM).

Third namely FPTM-PRBG or Fixed-Point Tent
map, the corresponding implementation via Xilinx
system generator tool is depicted in Fig. 6

ash
= I
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bﬁ R
>
Single puse block

—{do * b axb
—>b
0.52714560180902481 d1

x0

Figure 6. XSG Based Fixed Point Tent chaotic maps (FPTM).
Fourth namely FPXORCM-PRBG or Fixed-Point

XOR map, the corresponding implementation via
Xilinx system generator tool is depicted in Fig. 7
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Figure 7. XSG Based Fixed Point XOR chaotic maps (FPXORCM-PRBG).

lozi map

Fifth namely FPCCM-PRBG or Fixed-Point
Cascade map, the corresponding implementation via
Xilinx system generator tool is depicted in Fig. 8

1 1 b1 1 M1 1 > fab)——»(1)

logistic map lozi Tent

Figure 8. XSG Based Fixed Point Cascade chaotic maps (FPCCM-PRBG).

The proposed encryption system (FPCCM-PRNBG) The configuration of the linear feedback shift
is achieved by XORing the cascade encryption registers via Xilinx system generator was used for
system FPCCM-PRBG with the PN sequence  designing PN sequence generator as illustrate in Fig.
generated by the Linear Feedback Shift Registers 10.

(LFSR) block as shown in Fig. 9.

Basic Advanced
— Type:
O Fibonacci () Galois
dout Gate type:
© xor () XNOR
> Number of bits in LFSR 32
o (D
> ] use Maximum length LFSR counter polynomial
Feedback polynomial (enter hex value enclosed with ticks) '40102001'
1
Initial value (enter hex value enclosed with ticks) '0BFD97C8'
caseads Optional Ports

["] Provide synchronous reset port

Figure 9. XSG Based Fixed Point cascade chaotic
maps with PN generator (FPCCM-PRNBG). (L] Provide enable port

Figure 10. Linear Feedback Shift Register
(LFSR) configuration in XSG.
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The pulse clock cycle generation used for iteration
loop over all the design is shown in Fig. 11.

o ot o)

Out1

>
Xor 7
o

Assert |«

Figure 11. Pulse clock generation block with XSG
(single pulse block).

Randomness Test Results

The National Institute of Standards and Technology
(NIST) provides 15 tests for measuring randomness.
Among these tests, the most popular ones are
Frequency (Mono bit) and runs-test as shown in
(Table 1). The generated random bits undergo these
tests, and they are considered successful if the P-
value is greater than 0.01. The P-value acts as a
threshold to determine whether to agree or refuse the
generated random bits. A P value if equal zero flags
that the bits are not random at all, while a P value of
one flag the highest level of randomness.

Table 1. The P-Value of the proposed system
P-value of randomness Our

Number Tests/test name enhanced
1 Frequency test 0.5953

. 0.328074
2 Frequency (Mono bit) 32408
3 Runs test 0.6375

Performance Security Analysis

Several analyses are presented in this section to
examine the security performance of the systems
involve histogram analysis, correlation, entropy, key
space, pixel changing rate, structural similarity as
shown in (Table 2). The analysis was added to
(256*256) size of images and carried out using
MATLAB and Xilinx System Generator domains.

Histogram is the distribution of all the pixels of
image, the pixels distribution inside the original

image are unsystematic therefore to be resist to attack
the ciphering should make the distribution with
equalized property to prevent the image from attack,
Fig. 12 shows the histogram of the ciphered image.

10

3

25

(8]

= T 1= o o i

Figure 12. Histogram of the ciphered image.

The correlation is 3.7742e-04 which showed good
image encryption should effectively conceal all the
details of the original image, resulting in a ciphered
image that appears random and uncorrelated. If the
correlation coefficient is 1, it indicates that the two
images are identical. On the other hand, a correlation
coefficient of -1 suggests that the ciphered image is
the exact opposite of the original image °. The
entropy is another security measurement used to test
uncertainty of image which equal 7.99 %, If the value
is most closed to 8 then the ciphering is better.

The extensive key space within cryptography
signifies a more secure algorithm against brute force
attacks. The key space of the proposed system in
terms of its robustness is (2?%) 21, Another two
metrics, namely Number of Pixels Change Rate
(NPCR) which equals (33.9229606179630) which is
very high compared to the ciphering process
measurements and Unified Average Changing
Intensity (UACI) which equals
(99.612808227539060)  which indicates that
ciphered image is totally different from the original
image. These metrics gauge the average intensity of
variances between the original and encrypted images
22 An additional metric provided by MATLAB
environment employed to calculate the resemblance
between the original and encrypted images is SSIM
(Structural Similarity Index) equals (0.0555) which
indicates the very small value similarity between the
original and ciphered images. A lower SSIM value
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indicates reduced similarity between the plaintext
and cipher images.

Table 2. Security tests performance

Test name Our enhanced
Correlation coefficients 3.7742¢-04
Information Entropy 7.9997

Key Space Analysis 2288

Number of Pixels Change Rate 33.922960617963
(NPCR) 0

Unified Average Changing 99.612808227539
Intensity (UACI) 060

SSIM (Structural Similarity 0.0555

Index)

FPGA Hardware Co-simulation of Proposed
Algorithm

The VHDL code for all models is obtained through
the utilization of the Xilinx System Generator (XSG)
block. The design under scrutiny was implemented
using the ZYNQ 7000 SoC ZC702 Evaluation Kit %,
(Table 3) presents the device utilization details. The
system's throughput, which represents the number of
bits processed per second, can be calculated as (f x
8), where f stands for the maximum frequency.
Throughput serves as a primary metric for evaluating
the effectiveness of secure cryptographic systems.

Figure 13. Real time hardware co- simulation of proposed image encryption system.

The FPGA implementation involves the
cryptography system showed in Fig. 13. The image
data is sent in a serial manner through the USB JTAG
connection to the FPGA board. Once the JTAG
configuration is established, the processed data is
transmitted back from the FPGA to the
MATLAB/Simulink environment. The encrypted
image is displayed using a video viewer block,
allowing the observation of both the encrypted image
and a comparison between the original and decrypted
images.

Table 3. Device Area on Xilinx ZC702 Evaluation
Kit
Resource Type

FPCCM-PRNBG

LUT 424
LUTRAM 1

FF 392
BRAM 2

DSP 16

10 2

BUFG 4

MMCM 1
Minimum period (ns) 29.681
Maximum  frequency

(MHZ) 33.69
Peak memory wusage 2 internal block rams +1
(MB) LUT RAM
Throughput (MB/sec) 269.532

-
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(Table 4) shows the key space comparisons between
our enhanced fixed point cascade chaotic maps with

other researches (FPCCM-PRNBG) indicated the
high level of security in comparison.

Table 4. Key space comparisons

Ref[7](20 Ref[8](20 Ref[9](20 Ref[11](20 Ref[12](20 Ref[13](20 Ref[14](20 Ref[15](20 Propos
20) 19) 19) 20) 19) 21) 19) 20) ed

2232 2260 2128 2122 2100 2128 2249 2256 2288
Conclusion

In this paper, the image encryption system involved
fixed-point chaotic maps with PN sequence-based
stream cipher are designed using Xilinx system
generator (XSG) methodology implemented in
FPGAs, Field Programmable Gate Arrays (FPGA) is
a flexible, efficient hardware tool used to accelerate
chaos encryption system implementation via Xilinx
system generator environment with
MATLAB/SIMULINK platform in an efficient
manner.

The work started by transforming chaotic maps to
fixed-point format with three types Logistic, Lozi
and Tent. These maps are used alone or mixed using
XOR or cascaded to produce a new model of PRBG,
the proposed work was constructing a PN code
generator and applying it to cascade topology of the
chaotic maps in XORed manner to improve both
randomness of keys and security of image. This
design is named Fixed Point with Cascade Chaotic
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