2024, 21(5 Special Issue): 1765-1774
https://doi.org/10.21123/bsj.2024.10539
P-ISSN: 2078-8665 - E-ISSN: 2411-7986

S

Baghdad Science Journal

Cybersecurity Enhancement through Hybrid Encryption: Combining
RSA and Vigenere Algorithms in the Cypher-X System

Abir AlSideiri*
AlMaamari

, Saif AlShamsi
, Shaima AlSaadi

, Hajar AlBreiki , Manal AlMogbali , Mithaa

Department of Information Technology, Al Buraimi University College, Muscat, Oman.
*Corresponding Author.
ICCDA2023: International Conference on Computing and Data Analytics 2023.

Received 28/12/2023, Revised 19/04/2024, Accepted 21/04/2024, Published 25/05/2024

—GJ
© 2022 The Author(s). Published by College of Science for Women, University of Baghdad.

This is an Open Access article distributed under the terms of the Creative Commons Attribution 4.0 International License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly
cited.

Abstract

In the contemporary digital landscape, the imperative issue of data security continues to be a prominent
concern. Numerous encryption systems have faced challenges stemming from their intricate nature and
susceptibility to cyber threats. This study introduces Cypher-X, an advanced encryption and decryption
system that adeptly integrates classical algorithms, namely RSA and Vigenere, to fortify data
confidentiality. This research endeavors to address prevailing concerns by focusing on three primary
objectives: augmenting data security measures, evaluating system efficiency, and identifying
vulnerabilities exploited by cyber adversaries. The outcomes of our investigation affirm the robust
encryption capabilities of Cypher-X, underscoring its potential for further enhancement through the
incorporation of multi-factor authentication and access control mechanisms. In the realm of data
security, Cypher-X emerges as a beacon of hope, offering a promising solution to safeguard sensitive
information in the digital sphere. It is essential to acknowledge the ongoing necessity for elucidating our
research question, methodology, key findings, and practical implications as we navigate the complex
landscape of data protection.

Keywords: Cypher, Cypher-X, Encryption, Non-Symmetric algorithms, Symmetric algorithms, Vigenére.

Introduction

Cypher is a term used to describe the process of
converting plaintext into cipher text to protect it from
unauthorized access. It is a crucial tool in today's
world, where information is exchanged online and
stored in various digital formats. The need for
encryption arises from the growing concern over data
breaches and cyber-attacks that can compromise
sensitive regarding the reference . The use of
encryption technology, such as Cypher, is therefore
essential to  safeguarding data integrity,
confidentiality, and availability.

However, the cybersecurity landscape is constantly
evolving, presenting new challenges and
vulnerabilities. Hackers are becoming increasingly
adept at understanding algorithms, methodologies,
and the mathematical principles behind them,
enabling them to decrypt messages and steal
information more effectively than ever before
discerption regarding the reference?. This poses a
major threat to current encryption systems,
especially those that rely on sequential algorithms, as
hackers can exploit their predictability and penetrate
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multiple layers of defense, such as setting one
algorithm followed by another algorithm discerption
regarding the referenced. This is a big problem
because they think that it will be difficult for a hacker
to penetrate it, but this is the case. This is not true. If
the method did not change and if the algorithms did
not integrate differently than before, the hacker will
penetrate the first and follow it with the second. It is
more like a small doll toy with a smaller doll inside
it. Therefore, something different needs to be done in
the field of encryption.

Recognizing these challenges, this research seeks to
address the shortcomings of current coding
methodologies by presenting a new approach. By
combining two distinct encryption algorithms and
innovating their integration methods, this project
aims to revolutionize encryption technology
discerption regarding the reference*®. The resulting
algorithm not only enhances cryptographic resilience
against hacking attempts, but also improves overall
efficiency when the algorithms are combined
together. The key contributions of this study include:

1. Introducing a novel encryption methodology
that mitigates the predictability of traditional
algorithms, rendering them more resistant to
hacking attempts.

2. Enhancing the efficiency and effectiveness of
encryption by optimizing the fusion of disparate
algorithms.

Literature Review

This section summarizes some literature work about
the most widely used algorithms in encryption and
decryption:

Encryption converts data in cipher text, Decryption
covert the data in plain text. It faces many challenges,
most notably Takes more time to encrypt and decrypt
data, a discerption regarding the reference’.

Data is encrypted with private key; cipher text and
plain text is also used. It faces many challenges, most
notably Here need more time discerption regarding
the reference®.

Security does not degrade as the number of cipher
texts an adversary can see increases. It faces many
challenges, most notably the level of security is not
very high discerption regarding the reference®.

3. Providing insights into the methodologies
employed by hackers to dismantle encryption
systems, thereby facilitating the identification
and remediation of potential vulnerabilities.

4. Offering a comprehensive understanding of the
broader implications and future directions in
encryption technology, paving the way for
continued advancements in data security.

The proposed encryption solution, Cypher-X,
represents a significant advancement in data security.
Leveraging advanced techniques such as the RSA
algorithm and the Vigenére cipher, Cypher-X
ensures robust protection for sensitive information.
By employing a double-layered encryption
approach, Cypher-X adds an additional barrier
against unauthorized access, instilling confidence in
users regarding the security of their data
transmissions.

In an era characterized by escalating cyber threats,
Cypher-X stands as a beacon of security, offering a
secure and user-friendly encryption solution for
individuals and organizations alike.

This paper is organized into five sections. First the
introduction followed by the literature review. The
third section is about the proposed algorithm, and
then the results and discussion. Finally, the
conclusion and future work.

Protecting data from unauthorized users or different
type of attackers. Secondly, the process of encryption
is very fast. Third, encryption provides security to
data by the shared key. It faces many challenges,
most notably Firstly, Better key generation rates.
Secondly, the integration of a QKE system into a
computer network discerption regarding the
reference’®.

AES is fast speed and excellent security. Secondly,
transforming message to make them secure and
immune to attack. It faces many challenges, most
notably .Firstly, stealing your personal data when it
Is being transferred. Secondly, time consumption
discerption regarding the reference!?.

After reading several scientific papers and articles,
they indicate the importance of encryption in various
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fields. Therefore, a system is created to allow users
to code in an easy way*'. Where, Integration of RSA
and Vigenére algorithms: RSA and Vigenere
algorithms will be integrated throughout a more
secure encryption system. The system will use
Vigenere’s algorithm to encrypt or decrypt the
message with an updated version key made by the
algorithm. After, Testing and Debugging: The

Methods
Cryptography

Cryptography is the practice of securing
communication from unauthorized access. A cipher
is a technique used to encrypt or decrypt messages,
and there are two main types of ciphers as shown in
Fig. 1: symmetric and asymmetric (non-symmetric)
ciphers. Symmetric ciphers use the same key for both
encryption and decryption of a communication

Cypher

system will be tested and debugged to ensure that it
functions correctly and safely. The project's outputs
will include a software application or code that
allows users to encrypt and decrypt messages using
both the RSA and Vigenere algorithms, along with
documentation describing the operation of the
system and how it is used discerption regarding the
reference’?,

discerption regarding the reference®®!4. The key is
kept secret and is participated between the sender and
the receiver. Asymmetric or Non-Symmetric ciphers
use two different keys-bone for encryption and
another for decryption4. The encryption key is made
public and is used by anyone who wants to shoot a
communication to the proprietor of the decryption
key.

Symmetric

Symmetric encryption uses a single
key that needs to be shared among
the people who need to receive the

Q message

Substitution ciphers differ from transposition ciphers. In
a transposition cipher, the plaintext is repositioned, but
the letters are left unchanged. In contrast, a
substitution cipher maintains the same sequence of the
plaintext and modifies the letters themselves.

Caesar Algorthem Zigzag Algortham

Non-5ymmetric

Non-Symmetric or Asymmetric encryption
uses a pair of public key and a private key
to encrypt and decrypt messages when

GI.A communicating

Cypher-X

Cypher-X Algorthern

Figure 1. symmetric and asymmetric (non-symmetric) ciphers
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Proposed Algorithms
The suggested algorithm consists of:

Key Generation: The RSA algorithm is used to
induce a public-private crucial brace. The public key
is used to cipher the Vigenere key, while the private
key is used to decipher it. The Vigeneére key is also
used to cipher or decipher the communication.

Encryption: To cipher a communication, the
Cypher-X system first generates an arbitrary
Vigenere key. The Vigenere key is also translated
using the public key generated by the RSA
algorithm. The translated Vigenere key is also
combined with the communication and translated
using the Vigenere cipher.

Decryption: To decipher a communication, the
Cypher-X system first uses the private key generated
by the RSA algorithm to decipher the translated
Vigenere key. The decrypted Vigenere key is also
used to decipher the communication using the
Vigenére cipher.

Security: The Cypher-X system provides a fresh
subcaste of protection by using both the RSA
algorithm and the Vigenére cipher. This double-
layered approach makes it nearly impossible for
unauthorized individuals to pierce the information.

User Interface: The Cypher-X system provides a
stoner-friendly interface that allows druggies to
fluently cipher and decipher dispatches. Druggies
can enter the communication and RSA p, g values,
and the Vigenére key, also they wish to cipher or
decipher, and the system will handle the rest.

Overall, the Cypher-X system provides a largely
secure and stoner-friendly encryption and decryption
result that can be used to protect sensitive
information from unauthorized access discerption
regarding the reference®>'’.

Algorithm development process is shown in Fig. 2:
1.Data collection

At this point, precise information is gathered on how
to create the Vigenére and RSA encryption

algorithms while thwarting any potential outside
threats.  Additionally, information was gathered
regarding the best organizational decisions to make
as well as the plan for carrying out this project
without making any mistakes in the future.

2.Data analysis

In this step, the raw data collected in the first step
was implemented and converted into data that can be
seen and implemented in windows to solve the
encryption problem of RSA and Vigenere.

3.Algorithm development

At this stage, the algorithms are developed into an
innovative, sophisticated, and powerful algorithm,
which in turn keeps sensitive information safe from
attackers.

4.Algorithm programming

At this stage, a formula or procedure is chosen to be
used to solve the problem of theft of private
information for companies or other beneficiaries. It
depends on performing a series of specific
procedures in which you describe these procedures
and how to implement them without any problems,
and the system will follow the method of this
algorithm every time by following a set of
procedures consisting of inputs until the correct
outputs are obtained (the outputs required in this
system) discerption regarding the reference'®.

5.Algorithm testing

In the last stage, the algorithm is tested and reviewed
step by step, to ensure that it is correct and free from
errors, provided that the output of the procedures
matches the expected outcomes.

5.Algorithm testing

In the last stage, the algorithm is tested and reviewed
step by step, to ensure that it is correct and free from
errors, provided that the output of the procedures
matches the expected outcomes.
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Figure 2. Proposed Algorithm

Results and Discussion

The results presented in Fig. 3 demonstrate the
distinct advantages of Cypher-X over conventional
ciphers such as the Caesar and Zigzag ciphers. The
Caesar cipher, a basic substitution cipher, operates
by shifting each letter in the plaintext by a fixed
number of positions in the alphabet. However, it is
susceptible to decryption through frequency
analysis, as the distribution of letters in the ciphertext
often mirrors that of the plaintext. Similarly, the
Zigzag cipher, functioning as a transposition cipher,
rearranges the letters of the plaintext according to a
specific pattern. Although the Zigzag cipher offers
better security than the Caesar cipher, it is vulnerable
to brute force and known plaintext attacks
discerption regarding the reference®?°,

In contrast, Cypher-X utilizes the robust RSA
algorithm, providing a significantly higher level of
security compared to traditional ciphers. The security
of the RSA algorithm lies in the formidable challenge
of factoring large numbers, making it extremely
difficult for potential attackers to break the
encryption. Additionally, Cypher-X incorporates the

Vigenére cipher, a polyalphabetic substitution cipher
that employs multiple cipher alphabets, significantly
increasing the difficulty of decryption compared to
simple substitution ciphers like the Caesar cipher.

A key innovation in Cypher-X is the combination of
the RSA and Vigenere algorithms, which
synergistically ~ enhance  security. In  this
configuration, the RSA algorithm is essential for
both encrypting and decrypting the Vigenére key.
Subsequently, the Vigenere key is used to encrypt
and decrypt the message itself. This dual-layered
approach strengthens data protection by combining
the fast encryption capability of the RSA algorithm
with the robust security features of the Vigenere
cipher.

The amalgamation of the RSA and Vigenére
algorithms creates a multifaceted security protocol.
The RSA algorithm efficiently secures the
transmission of the Vigenere key, leveraging its
computational efficiency in encryption, while the
Vigenere cipher protects the content of the message,
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leveraging its encryption strength. Consequently, the
combined capabilities of these algorithms enhance
the overall security of Cypher-X, ensuring the
integrity and confidentiality of sensitive information.

In summary, Cypher-X emerges as a superior
solution that surpasses the security capabilities of
traditional ciphers like the Caesar and Zigzag
ciphers. By harnessing the power of the RSA

algorithm and the Vigenére cipher, along with the
innovative  dual-layered approach, Cypher-X
addresses the high-level security requirements of
individuals and organizations, effectively securing
their most sensitive data and communication
channels. This results in a more robust and
formidable security architecture, making Cypher-X
an invaluable asset in the realm of secure data
transmission and communication.

Enter plaintext:

Enter ciphertext:

Enter depth

Figure 3. Proposed Algorithm

Table 1 presents a comprehensive evaluation of
Cypher-X in contrast to traditional cryptographic
methods, specifically the Caesar and Zigzag ciphers.
Cypher-X demonstrates its supremacy by offering
the highest attainable level of security, underpinned
by a combination of the RSA algorithm and the
Vigenére cipher within a dual-layered framework,
rendering the encryption nearly impervious to
decryption attempts. The Caesar cipher, while
straightforward to implement, suffers from critical
security vulnerabilities. It operates as a basic
substitution cipher, where each letter in the plaintext
is substituted with a letter located a fixed number of
positions down the alphabet. This simplicity,
however, makes it susceptible to attacks, particularly
through frequency analysis. Consequently, its usage
in scenarios where robust data security is essential is
discouraged.

In contrast, the Zigzag cipher provides a more secure
alternative to the Caesar cipher. Functioning as a
transposition cipher, it reorganizes the arrangement

of letters in the plaintext according to a predefined
pattern. Nonetheless, the Zigzag cipher, though an
improvement in terms of security, still exhibits
vulnerabilities that could be exploited. Notably, it
remains susceptible to threats like brute-force and
known-plaintext attacks, limiting its suitability for
high-stakes security requirements. Cypher-X, in
response to these limitations, emerges as the pinnacle
of secure data transmission and communication. It
accomplishes this by incorporating the formidable
RSA algorithm, renowned for its reliance on the
arduous task of factoring large numbers, making it a
daunting challenge for potential attackers to decrypt
the data. Additionally, Cypher-X leverages the
Vigenére cipher, a polyalphabetic substitution
cipher, which employs multiple cipher alphabets to
heighten the complexity of the encryption process,
surpassing the elementary security offered by the
Caesar cipher.

The remarkable feature of Cypher-X lies in the
synergistic integration of the RSA and Vigenere
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algorithms, resulting in an exceptional level of
security. This intricate amalgamation warrants
scrutiny regarding its execution complexity and
performance enhancements when compared to the
proposed algorithm. Within this architectural
framework, the RSA algorithm plays a dual role,
concurrently serving as both the encryptor and
decryptor for the Vigenére key. This dual
functionality necessitates a closer examination of the
system's execution complexity, particularly in terms
of computational resource utilization. The Vigenére
key, in its pivotal role, contributes to both message
encryption and decryption. The impact of this
multifaceted involvement on the system's overall
execution complexity merits thorough evaluation, as
it may influence the efficiency of data protection
measures and the system's responsiveness to user
needs discerption regarding the reference!® 2.
The confluence of the RSA and Vigenere algorithms
engenders a multi-tiered security protocol. In the
context of evaluating performance improvements, it
is crucial to assess the computational efficiency of

encryption process. The efficiency of this process
directly impacts the system's overall performance
and execution time. Concurrently, the Vigenére
cipher, known for its encryption strength, guards
message confidentiality. Performance enhancements
with respect to this aspect would involve evaluating
the algorithm's processing speed and resource
utilization to gauge its contribution to the system's
overall performance improvements discerption
regarding the reference?*23,

In summary, while Cypher-X indisputably surpasses
traditional ciphers in terms of security, it is
imperative to investigate the execution complexity
and performance improvements brought about by its
innovative dual-layered encryption approach. The
amalgamation of the RSA algorithm and the
Vigenére cipher holds the potential to influence the
integrity, confidentiality, and availability of sensitive
information. This evaluation is particularly relevant
in applications where data security is of paramount
concern, as it enables a more comprehensive
understanding of Cypher-X's operational efficiency

the RSA algorithm, which secures the transmission  and effectiveness in securing data for both
of the Vigenére key, a critical component in the individuals and organizations.
Table 1. Comparison Between Different Encryption Method After Testing
Ciphers Caesar cipher Zigzag cipher Cypher-X AES
Encryption method Simple substitution cipher  Transposition Double-layered AES 256-bit
cipher encryption with RSA encryption,
and polyalphabetic symmetric block
substitution cipher cipher
Level of security Low Moderate High — Very High Very High
Vulnerabilities Easily breakable through Vulnerableto  Vulnerable to attacks Potential

frequency analysis

Advantages Simple to implement and

understand

Disadvantages Vulnerable to attacks

brute-force

RSA based on the

vulnerabilities in

and known- length of the key implementation
plaintext
attacks
Offers more Fusion of RSA and Utilizes
security than Vigenere algorithms Advanced
the Caesar for heightened Encryption
cipher security - Efficient Standard (AES)
encryption with RSA - with 256-bit
Strong encryption keys - Often
with Vigenére regularly
updated
Not as secure Requires a key pair, May require
as modern and may require significant
encryption significant computational
methods computational resources

resources based on the
length of the key
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Despite the improvements shown by the Cypher-X
system, there are still things that make it hard to use
and work well. First, the system relies on the RSA
code, which can be at risk if the codes made are not
random or if the prime numbers used are not big
enough. Also, making public and private codes can

Conclusion

Cypher-X system uses the RSA algorithm as the
encryption and decryption technology in Vigenére
keys, providing a reliable method for those who need
greater security not only on a personal level but also
on a corporate level. However, to further enhance the
significance of this study, it is necessary to examine
its theoretical and practical implications. This paper
plays a vital role in emphasizing the worth of this
study. Regarding practical benefits, Cypher-X stands
out as a powerful platform for secure data processing
providing confidentiality and integrity for sensitive
communications and transactions. The flexible
nature of its design to various security needs
positions it as an important item for organizations
that operate in highly regulated environments or
handle sensitive information. Nevertheless, it's
highly important to admit the study's limitations. The
RSA algorithm and Vigenere cipher become the
weak points that could be exploited by the
adversaries when being relied on. Furthermore, the
difficulty in key generation and the chances of a
frequency analysis attack require constant vigilance
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