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Abstract

Secure storage of confidential medical information is critical to healthcare organizations seeking to
protect patient's privacy and comply with regulatory requirements. This paper presents a new scheme
for secure storage of medical data using Chaskey cryptography and blockchain technology. The
system uses Chaskey encryption to ensure integrity and confidentiality of medical data, blockchain
technology to provide a scalable and decentralized storage solution. The system also uses Bflow
segmentation and vertical segmentation technologies to enhance scalability and manage the stored
data. In addition, the system uses smart contracts to enforce access control policies and other security
measures. The description of the system detailing and provide an analysis of its security and
performance characteristics. The resulting images were tested against a number of important metrics
such as Peak Signal-to-Noise Ratio (PSNR), Mean Squared Error (MSE), bit error rate (BER), Signal-
to-Noise Ratio (SNR), Normalization Correlation (NC) and Structural Similarity Index (SSIM). Our
results showing that the system provides a highly secure and scalable solution for storing confidential
medical data, with potential applications in a wide range of healthcare settings.

Keywords: Blockchain, BFlow, Chaskey, Healthcare, 10T, Security.

Introduction

In today's digital age, storing and sharing sensitive
data, such as medical records, has become a major
concern. The need for secure and efficient methods
of storing and sharing such data has led to the
development of various encryption and storage
technologies. One such technology is blockchain,
which provides a decentralized and tamper-proof
way of storing and sharing data.

Blockchain-enabled health Data Protection in the
IoT is an emerging field focusing on leveraging
blockchain technology to secure and manage health
data generated by IoT devices. The Internet of
Things (loT) is a network of interconnected devices

that collect, analyze, and exchange data. In the
healthcare industry, 10T devices such as wearables,
sensors, and medical equipment can generate vast
amounts of health data, which can be used for
personalized  medicine, population health
management, and other healthcare initiatives.
However, the collection, storage, and sharing of
health data on the loT pose significant challenges
related to privacy, security, and data integrity’.
These problems can be solved by using blockchain
technology to create a decentralized, unchangeable,
and open platform for managing health data.
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In a blockchain-enabled health data protection
system, health data is stored in a distributed ledger,
which is maintained by a network of users or nodes.
Each node has a copy of the ledger, and any updates
or changes to the ledger are recorded securely and
transparently. The use of advanced cryptographic
techniques ensures the privacy and security of
health data, making it virtually impossible for
unauthorized parties to access or modify the data?.
Blockchain-enabled health data protection on loT
can revolutionize the healthcare industry by
enabling efficient and secure health data sharing,
promoting  data-driven  decision-making, and
improving patient  outcomes. Scalability,
interoperability, and regulatory compliance are a
few of the issues that still need to be resolved. Even
yet, the 10T health data protection offered by
blockchain is a promising area for study and
development in the field of healthcare®.

Data protection is critical in healthcare because it
involves sensitive personal information that can
have severe consequences if it falls into the wrong
hands. Health data includes information about an
individual's medical history, symptoms, diagnoses,
treatments, and medications, which can reveal
sensitive information about the person's physical
and mental health, lifestyle, and genetic makeup.
The importance of data protection in healthcare can
be seen in the potential consequences of a data
breach®. If health data is accessed or stolen by
unauthorized parties, it can lead to identity theft,
medical identity theft, financial loss, reputational
damage, and even physical harm. For example, if a
person's medical record is accessed by a hacker,
they could use the information to obtain
prescription drugs or medical equipment that is not
suitable for their condition, which could lead to
serious health complications.

Furthermore, healthcare organizations have legal
and ethical responsibilities to protect health data.
Healthcare organizations are obligated by laws like
HIPAA in the United States and the GDPR in the
European Union to take precautions to protect
patient's personal health information and guarantee
its privacy, security, and accessibility at all times®.

The Internet of Things (loT) has introduced new
challenges for managing health data®. Some of the
challenges associated with managing health data on
the 10T include:

1- Security: 10T devices are often vulnerable to
security threats such as hacking and malware
attacks, which can  compromise the
confidentiality, integrity, and availability of
health data.

2- Data fragmentation: It might be challenging to
manage and evaluate health data obtained from
various 10T devices because of the possibility of
data fragmentation and distribution among
devices and servers.

3- Interoperability: 10T devices may use different
data formats and protocols, making it difficult
to integrate and share data across different
devices and systems.

4- Scalability: The amount of health data
generated by loT devices is growing rapidly,
which can make it challenging to store, manage,
and analyze the data in a timely and efficient
manner.

Overall, managing health data on the loT requires
addressing these challenges to ensure that health
data is securely and efficiently managed to support
healthcare delivery and improve patient outcomes.
Using blockchain technology to safeguard medical
records has several advantages:

1- Security: Blockchain technology provides a
high level of security for health data by using
advanced  cryptographic  algorithms  and
distributed consensus mechanisms to ensure
that data cannot be tampered with or deleted
without authorization. This makes it more
difficult for hackers to breach the system and
compromise health data.

2- Privacy: Blockchain technology enables
privacy-preserving data sharing by using
advanced encryption algorithms and smart
contracts to ensure that only authorized parties
can access and use health data. This helps to
protect the privacy and confidentiality of
patient's health information.

3- Transparency: With the immutability and
transparency  provided by  blockchain
technology, the provenance and validity of
health records may be more easily tracked and
verified. This has the potential to boost
healthcare systems' credibility and transparency.

4- Efficiency: By facilitating instantaneous and
error-free health data exchange and processing,
blockchain technology has the potential to boost
the effectiveness of healthcare systems. This
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can help to reduce costs and improve patient
outcomes.

5- Interoperability: Blockchain technology can
facilitate interoperability between different
healthcare systems and providers by providing a
secure and standardized platform for data
exchange. This can help to improve the
coordination and continuity of care for patients.

Using blockchain technology for health data
protection can provide a range of benefits, including
improved  security,  privacy, transparency,
efficiency, and interoperability. These benefits can
help to improve the quality of care and outcomes
for patients while also reducing costs and increasing
trust in healthcare systems.

The main contribution of this paper is the proposal
of a new system for the secure storage of medical
data using Chaskey cryptography and blockchain
technology. The system provides a highly secure
and scalable solution for healthcare organizations
seeking to protect patient privacy and comply with
regulatory requirements. It is hoped that this work
will inspire further research in this area and lead to
the development of even more innovative and
effective solutions for secure medical data storage.

The remainder of this article is organized as
follows: In the second section, provide an overview
of relevant work in the field of secure medical data
storage, highlighting the limitations and challenges
of current solutions. In the third section, introduce
the technical background of the proposed system,
including Chaskey cryptography, blockchain
technology, Bflow hashing, column hashing, and
smart contracts. In the fourth section, describe the
architecture and design of the proposed system in
detail, including its components, data flow, and
security features. In the fifth section, evaluate
previous studies. The sixth section presented the
implementation and evaluation of the system,
including performance criteria, security analysis,
and comparison with existing solutions and discuss
the strengths and weaknesses of the proposed
system, as well as its limitations and future work.
Finally, Section seven, conclude the article with a
summary of the contributions, implications, and
future directions of the proposed system.

Background
The secure storage of medical data has become
increasingly important in recent years due to the

growing use of electronic health records (EHRS)
and the increasing number of cyber-attacks on
healthcare organizations. EHRs allow healthcare
providers to access patient information quickly and
easily, but they also present new risks to patient
privacy and data security. Sensitive patient data
may be stolen in the event of a cyberattack on a
healthcare provider, which can be used for identity
theft, insurance fraud, or other criminal activities.

To address these risks, healthcare organizations
must implement robust security measures to protect
patient data. Traditional approaches to data security,
such as firewalls and encryption, are no longer
sufficient in the face of sophisticated cyber-attacks.
New technologies, such as blockchain and smart
contracts, offer the potential for more secure and
decentralized storage of medical data. By
leveraging  these  technologies,  healthcare
organizations can enhance the security and privacy
of patient data while also improving the efficiency
of data management and sharing.

Blockchain Overview

Blockchain  technology is a decentralized,
distributed ledger that allows for secure and
transparent transactions without the need for a
central authority. Each block in a blockchain
contains a record of transactions that are added to
the chain in chronological order. The transactions
are verified by a network of nodes through a
consensus algorithm, ensuring that the information
is accurate and tamper-proof, Fig. 1.

The immutability of blockchain data is a crucial
feature. A newly added block cannot be modified or
removed from the chain without the agreement of
all nodes in the system. Because of this, storing and
transmitting data using it is risk-free and
dependable.

Another important characteristic is transparency.
All blockchain transactions are accessible to all
participants, making it impossible for any one
person or organization to influence the system.
Blockchain technology is also highly resistant to
hacking and cyber-attacks due to its decentralized
nature. Because there is no central point of failure,
it is much harder for hackers to gain control of the
network.
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Figure 1. Blockchain Structure

Blockchain technology is being used in healthcare
to ensure the security and privacy of sensitive
patient data, improve the efficiency of data sharing
between healthcare providers and patients, and
enhance the accuracy and transparency of clinical
trials. One example of this is MedRec, a
blockchain-based electronic medical record (EMR)
system developed by researchers at MIT. MedRec
uses blockchain technology to create a
decentralized, secure, and transparent system for
storing and sharing patient medical records’®.
Patients can permit healthcare providers to access
their records, and all transactions are recorded on
the blockchain, ensuring that the data is accurate
and tamper-proof.

Another example is the wuse of blockchain
technology in clinical trials. The pharmaceutical
industry is using blockchain to create a
decentralized ledger of clinical trial data that can be
accessed by researchers, regulators, and patients.
This allows for greater transparency and
accountability in the clinical trial process, as well as
improved data sharing and analysis. Several
features of blockchain technology make it suitable
for health data protection®:

1- Decentralization: Blockchain technology is
decentralized, which implies that no one entity
controls the data. Because there is no single
point of failure, hackers have a more difficult
time gaining access to the data.

2- Immutable records: Once data is recorded on
the blockchain, it cannot be altered or deleted.
This ensures that the data is secure and tamper-
proof.

3- Encryption: Data on the blockchain is
encrypted, which means that it is protected from
unauthorized access. This makes it more
difficult for hackers to steal or modify the data.

4- Transparency: Blockchain technology allows
for transparent and auditable records, which
means that everyone can see the history of the
data. This provides an additional layer of
security and accountability.

5- Permissioned access: Blockchain technology
allows for permission access to the data, which
means that only authorized parties can view or
modify the data. This ensures that the data is
only accessed by those who have a legitimate
reason to do so.

All these features make blockchain technology an
ideal solution for protecting health data, as it
provides a high level of security, transparency, and
accountability.

The Lightweight Encryption algorithms
Lightweight encryption algorithms are designed to
provide secure encryption and decryption of data
with minimal computational resources. They are
ideal for use in low-power devices such as sensors,
wearables, and 10T devices that have limited
processing capabilities and memory. One example
of a lightweight encryption algorithm is the SIMON
cipher. SIMON is a block cipher that uses a key size
of 64, 96, or 128 bits and a block size of 64 bits. It
is designed to be fast and efficient while providing
strong encryption'®. SIMON uses a round-based
structure with a key schedule that is based on the
Feistel network.
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Another lightweight encryption algorithm is
SPECK. SPECK is a block cipher that uses a key
size of 64, 96, or 128 bits and a block size of 64
bits. It is designed to be secure and efficient on both
software and hardware platforms. SPECK uses a
round-based structure with a key schedule that is
based on the ARX operation®!.

Both SIMON and SPECK are lightweight
encryption algorithms that are suitable for use in
low-power  devices that require  secure
communication. They provide strong encryption
while minimizing the computational resources
required for encryption and decryption.

The Data Fragmentation

Data fragmentation is the process of dividing data
into smaller, more manageable pieces. This can be
done for a variety of reasons, such as improving
performance, increasing security, or facilitating data
management. In my article, data fragmentation may
refer to the practice of breaking up large data sets
into smaller, more manageable chunks. This can be
useful in situations where the entire data set cannot
be processed at once, or where different parts of the
data set need to be accessed by different users or
applications.  Data  fragmentation can be
implemented in several ways, such as through the
use of partitions, subsets, or shards. Each of these
approaches involves dividing the data into smaller
pieces, but they may differ in terms of how the data
is organized and accessed*?.

There are several types of data fragmentation,
including:

1- Horizontal fragmentation: This involves
dividing a table into multiple smaller tables
based on rows. Each smaller table contains a
subset of the original table's rows, typically
based on specific criteria, such as a range of
values or a particular attribute!®.

2- Vertical fragmentation: This involves dividing
a table into multiple smaller tables based on
columns. Each smaller table contains a subset
of the original table's columns, typically based
on a specific criterion, such as a group of
related attributes.

3- Directory fragmentation: This involves creating
a master directory that contains information
about the location and contents of smaller data
fragments. Each fragment is stored in a separate
file or database, and the directory provides a
way to locate and access the data.

4- Replication fragmentation: This involves
creating multiple copies of the same data, which
are stored on different servers or devices. This
can improve performance and availability but
also  requires  additional storage and
management.

Related works

The research paper®*, that proposes a blockchain-
based data-sharing scheme for the industrial Internet
of Things (I1oT). The paper addresses the issue of
secure and efficient data sharing in the 1loT, which
is critical for the success of Industry 4.0. The
proposed scheme uses a hybrid consensus model
that combines proof of work (PoW) and proof of
authority (PoA) to ensure both security and
efficiency. The PoOW mechanism is used to prevent
double-spending and ensure the integrity of the
blockchain, while the PoOA mechanism is used to
ensure fast transaction processing and minimize
delays. The scheme also uses data sharding to
improve the scalability of the system, allowing the
data to be divided into smaller pieces and stored on
different nodes within the network. This helps to
ensure that the system can handle large amounts of

data without compromising its security or
efficiency.
Another related work to Blockchain-Enabled

Health Data Protection. The article!® proposes a
blockchain-based system for privacy-preserving
healthcare data management in the cloud. The
system uses blockchain technology to ensure the
integrity and security of healthcare data while also
providing privacy-preserving features such as data
encryption and access control. The proposed system
uses a combination of hash-based and elliptic curve-
based encryption techniques to protect the privacy
of healthcare data. It also uses smart contracts to
enforce access control policies and ensure that only
authorized parties can access the data. The system is
designed to be scalable and efficient, with low
computational overhead and high throughput. It can
be deployed in a cloud environment, which allows
for easy access and sharing of healthcare data
among different healthcare providers.

In article'®, It proposes a blockchain-enabled access
control system to maintain privacy in IoMT. The
system includes an intelligent contract-based access
control mechanism and a privacy-preserving data
sharing mechanism, which allows data owners to
define access policies for their data and which
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parties are authorized to access the data without
revealing the data itself. The authors evaluate their
proposed system using a proof-of-concept
application and show that it is efficient and effective
in ensuring privacy and security for sharing and
publishing health data in loMT. This work relates to
Blockchain-Enabled Health Data Protection where
it proposes a blockchain-enabled system for secure
and privacy-preserving access control for health
data sharing and dissemination in loMT where the
proposed system was tested on real-world electronic
medical record records with 100,000 patients.

The researcher in article'’, proposes a blockchain-
based protocol for secure information sharing in the
supply chain management system. describes how
the blockchain mechanism combines with the
traditional pharmaceutical supply chain system to
achieve a better SCM system. The protocol uses a
combination of blockchain technology and a key
distribution mechanism to ensure that the
information is securely shared between different
parties in the supply chain. The proposed protocol

consists of four main components: a blockchain-
based data storage system, a key distribution
mechanism, a secure communication channel, and a
consensus algorithm. The protocol aims to provide a
secure, efficient, and transparent way to manage the
information in the supply chain management
system.

The researcher in article!®, proposes a secure and
outsourced blockchain-based system for medical
data sharing that uses proxy re-encryption to ensure
privacy and confidentiality. The system includes a
smart contract that ensures data is shared only with
authorized parties and is used only for its intended
purpose. The paper evaluates the proposed system
using simulations and shows that it provides a high
level of security and privacy for medical data
sharing. This work is relevant to Blockchain-
Enabled Health Data Protection as it proposes a
novel solution for secure medical data sharing using
blockchain technology and proxy re-encryption. A
summary of all articles above can be seen in Table
1.

Table 1. The advantages and disadvantages of both proposed and existing methods

Author Year Method Advantages Disadvantages
May require significant
computational
Data-sharin Provides secure data resources and is
framework baseg don sharing in the context  limited to the use of a
ChiJetal. 2020 identit of 1loT, which specific blockchain
N authenticatiZn and enhances the integrity  platform, Hyperledger
Hvoerledaer Fabric and reliability of Fabric, which may
yperiedg shared data. limit its flexibility and
portability to other
platforms.
. Ability to ensure the
techrllaoll(z)CkCha;?rin i security and Significant
Zhang Getal., 1 2022 based crgyt'op a hg confidentiality of computational
and sma);fco%trgct}; ' patients' electronic resources required
health records.
Ability to ensure Require 5|gr_1|f|c?nt
. rivacy and security computationa
Blockchain-based oF:‘ medical data usin resources and face
Wu Getal., ¢ 2021 smart contracts in ; g challenges in adoption
blockchain-based . . .
IoMT and integration with
access control "
, existing healthcare
mechanisms A
infrastructure
Blockchain Expensive and ma
technology to create  Provide a secure and PENSIVE and may
require significant
a secure and transparent supply reSOUTCes o implement
Dwivedi SK et al., ¥’ 2020 transparent supply chain management P

chain management
system for
pharmaceuticals

system for
pharmaceuticals

and maintain, require
changes to existing
supply chain processes

Page | 2656


https://dx.doi.org/10.21123/bsj.2023.9203

2023, 20(6 Suppl.): 2651-2671
https://dx.doi.org/10.21123/bsj.2023.9203
P-ISSN: 2078-8665 - E-ISSN: 2411-7986

g

Baghdad Science Journal

(SCM)

Secure sharing of
medical data using

Park YH et al., 18 2021 blockchain

technology and
proxy re-encryption

Provides a secure and
efficient way for
patients to share their
data while
maintaining privacy
and confidentiality

Requires a certain
level of technical
expertise and
infrastructure to
implement

Proposed System

In the proposed system, Chaskey cryptography is
used as the lightweight encryption technique, while
chaotic encoding is used as the encoding technique.
Chaskey cryptography is a lightweight encryption
algorithm that is designed to be fast and efficient on
low-power devices, such as those used in loT
(Internet of Things) applications. It uses a 128-bit
key to encrypt and decrypt data, and it is resistant to
both differential and linear cryptanalysis. The use of
Chaskey cryptography in the proposed system helps
to ensure data security by providing strong
encryption that can protect sensitive medical data
from unauthorized access.

Chaotic encoding, on the other hand, is a technique
that uses chaotic systems to encode data in a way
that makes it difficult for unauthorized parties to
access or modify the data. The chaotic system used
in the proposed system is the Lorenz system, which
is a well-known chaotic system that exhibits
sensitive dependence on initial conditions. This
means that even small changes to the initial
conditions of the system can result in large changes
to the output, making it difficult to predict the
output without knowledge of the initial conditions.

The proposed system for the secure storage of
medical data combines Chaskey cryptography,
blockchain technology, Bflow segmentation, and
vertical segmentation to ensure data security and
prevent unauthorized access.

Chaskey cryptography is used as the primary
encryption technique to ensure the confidentiality
and integrity of medical data. It is a lightweight
encryption algorithm that is resistant to side-channel
attacks, which are a common type of attack against
lightweight encryption algorithms. Chaskey ensures
that medical data is encrypted before it is stored on
the blockchain, which makes it difficult for
attackers to intercept and read the data. Blockchain
technology is used to provide a secure and tamper-
proof way to store medical data. The blockchain
ensures that medical data is stored in a decentralized
and distributed manner, which makes it more

difficult for attackers to compromise the system.
The blockchain also provides a tamper-proof audit
trail of all transactions, making it easy to track any
changes made to the medical data. Bflow
segmentation and vertical segmentation techniques
are used to enhance the scalability and
manageability of the stored data. Bflow
segmentation involves dividing the data into smaller
segments based on its characteristics, while vertical
segmentation involves dividing the data into smaller
segments based on its attributes. These techniques
make it easier to manage large amounts of medical
data and ensure that the data is stored efficiently.

To prevent unauthorized access to medical data, the
proposed system uses smart contracts to enforce
access control policies and other security measures.
Smart contracts are self-executing contracts with the
terms of the agreement between the parties being
directly written into lines of code. These smart
contracts can be used to enforce access control
policies, such as who can access the medical data
and what actions they can perform on the data.

The novelty of our system appears that the proposed
system  combines  Chaskey  cryptography,
blockchain technology, Bflow segmentation, and
vertical segmentation to ensure data security and
prevent unauthorized access in the storage of
medical data. While there may be other systems that
use similar techniques, the specific combination of
Chaskey cryptography, blockchain technology,
Bflow segmentation, and vertical segmentation,
along with smart contracts, may be unique to this
proposed system.

Chaskey Algorithm

Chaskey is a lightweight block cipher that was
introduced in 2014 by Aumasson and Neves. It is
based on a subset of the AES round function and is
designed to be highly efficient in both hardware and
software implementations, while also providing
strong security against a range of attacks. Chaskey
has a block size of 128 bits and a key size of 128 or
256 bits. It uses a Feistel-like structure with four
rounds, each consisting of a mix of linear and non-
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linear operations. The linear operations include
XOR and bitwise rotations, while the non-linear
operations include S-boxes and modular additions.
One of the key features of Chaskey is its simplicity,
which allows for small code size and low power
consumption. It is particularly well-suited for use in

low-resource devices such as RFID tags and
wireless sensors. Chaskey has been extensively
analysis and is considered secure against known
attacks, including differential and linear
cryptanalysis®®.
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Figure 2. One round of the Chaskey cipher

It has also been shown in Fig.2 and Fig.3, to be
resilient against side-channel attacks, making it
suitable for use in applications where security and
efficiency are both critical.

The Chaskey round function consists of the
following operations:

1- Linear layer: This operation consists of an XOR
with a subkey and a bitwise rotation of the
input. The subkey is generated from the main
key using a key schedule.

2- Non-linear layer: This operation consists of an
S-box and a modular addition. The S-box is a
fixed lookup table that provides non-linearity to
the cipher, while the modular addition ensures
that the output remains within the range of 128
bits.
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Figure 3. Permutation of Chaskey

The linear operations in each round of Chaskey
contribute to the efficiency of the encryption
process by minimizing the number of operations
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required to encrypt and decrypt data. The XOR and
bit-shift operations are simple and fast, which
makes them ideal for use in resource-constrained
environments. The non-linear operations, on the
other hand, add a layer of security by introducing
confusion and diffusion into the cipher. This makes
it more difficult for attackers to analyze the cipher
and recover the original plaintext.

The Chaskey cipher is a lightweight symmetric-key
encryption algorithm that is designed for low-power
devices such as loT devices. It uses a block size of
128 bits and a key size of 128, 192, or 256 bits.
Here is a description of one round of the Chaskey
cipher:

Step 1: XOR the plaintext block with the first 64
bits of the key.

Step 2: Perform a 64-bit multiplication using a fixed
constant, which is defined as the first 64 bits of
the square root of 2 mod 2% This
multiplication is done using the carry-less
multiplication  (CLMUL) instruction on
modern processors.

Step 3: XOR the result of the multiplication with
the second 64 bits of the key.

Step 4: Rotate the result of step 3 to the left by 32
bits.

Step 5: XOR the result of step 4 with the first 64
bits of the key.

Step 6: Perform another 64-bit multiplication using
the same fixed constant as in Step 2.

Step 7: XOR the result of the multiplication with
the second 64 bits of the key.

Step 8: XOR the result of step 7 with the rotated
result of step 5.

The output of one round is the result of step 8,
which is used as the input for the next round. The
number of rounds depends on the key size: 8 rounds
for a 128-bit key, 12 rounds for a 192-bit key, and
16 rounds for a 256-bit key. The final output is the
result of the last round, which is XORed with the
last 128 bits of the key to produce the ciphertext.

Chaskey has been extensively analyzed for security
and resistance against known attacks. The algorithm
is resistant to differential and linear cryptanalysis,
as well as other common attacks such as brute force
and slide attacks. Additionally, Chaskey is resistant
to various types of side-channel attacks, including
power analysis and timing attacks.

BFlow algorithm

BFlow divides the graph into fragments of roughly
equal size. The number of vertices in each fragment
is determined by the fragmentation factor f. If the
graph has n vertices, then each fragment will have
approximately (n/f) vertices. To determine how to
partition the vertices into fragments, BFlow uses a
linear deterministic greedy (LDG) heuristic. The
LDG heuristic tries to minimize the number of edge
cuts when assigning vertices to fragments.
Specifically, the LDG heuristic randomly orders the
vertices and considers them sequentially. Each
vertex is assigned to the fragment that results in the
minimum number of edge cuts at that step.

After creating the fragments, BFlow computes a
block ordering that minimizes bandwidth. This
block ordering determines the distribution of the
fragments. The fragmentation is designed to
improve cache locality and reduce synchronization
overhead during parallel computation. The small
fragment size allows each subgraph to fit in the
cache. The purpose of this fragmentation is to make
the dataset more manageable and to allow it to be
processed more efficiently across multiple nodes or
servers in a distributed computing system or a
database?.

The BFlow algorithm works by first determining
the total size of the dataset to be fragmented. It then
divides this dataset into a set of non-overlapping
fragments, each of which contains a subset of the
original data. The size of each fragment is based on
a set of predetermined criteria, such as the number
of nodes or servers available for processing or the
amount of memory available on each node?.

Once the dataset has been fragmented, the
fragments are distributed across different nodes or
servers in the system. Each node or server is
responsible for processing the fragments it has been
assigned, allowing the workload to be distributed
and processed in parallel. One of the key benefits of
the BFlow algorithm is its ability to scale
efficiently??. As the size of the dataset increases, the
algorithm can be used to create more fragments and
distribute them across more nodes or servers,
allowing the workload to be distributed and
processed more efficiently.

In summary, BFlow is a data fragmentation
algorithm that is designed to divide a large dataset
into smaller, more manageable subsets. This allows
the dataset to be processed more efficiently across
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multiple nodes or servers, making it a popular
choice for managing and processing large datasets
in distributed computing and database systems.
BFlow shown in some studies, achieves up to 10x
speedups over other parallel graph algorithms and
scales well to large numbers of cores. The
fragmentation approach is key to providing these
benefits?® 24,

Secure Medical Information Storage with
Chaskey Encryption and Blockchain

This system is designed to provide a high level of
security for medical information storage. It uses the
Chaskey Lightweight Encryption algorithm to
encrypt the data, making it difficult for
unauthorized individuals to access the information.
The encrypted data is then passed through a hash
function to ensure its integrity.

The system also uses blockchain technology to store
encrypted and hashed medical information.
Blockchain is a distributed ledger technology that
provides a high level of security and transparency.
The medical data is stored in a blockchain using
vertical sharding, which partitions the data by
function to make it easier to manage and scale the
storage. To further enhance security, the system
uses fragmentation by Bflow to break the encrypted
and hashed data into smaller pieces. Fragmentation
is the process of dividing a larger piece of data into
smaller, more manageable pieces, which can be
easier to store and transmit securely. Bflow is a
fragmentation technique that is designed to
minimize overhead and reduce fragmentation errors.

Authorized users can access protected medical data
by retrieving the fragmented data pieces from the
blockchain and reassembling them into the original
encrypted and hashed data. The Chaskey algorithm
is used to decrypt the information, and the hash
function is used to verify the integrity of the data,
Fig.4 shows the purpose system.

Blockchain technology can provide additional
security for the storage of medical data. By using a
distributed ledger, the system can help to prevent
unauthorized modifications to the data, as each
block in the chain contains a cryptographic hash of
the previous block. This makes it difficult for
malicious actors to modify or tamper with the data
without being detected.

Hospital

1

g '14

Cloud storage center

K}
-

<

AR % fhe 9
Naa -'“_A
Patient Medical Staff

Figure 4. The general proposed system structure

Here are the four stages of the system you
described:

Stage 1: Encryption and Hashing

In this stage, the Chaskey algorithm is used to
encrypt the medical information (Color Image TM1
to 6) as symbols from 20 images. Chaskey is a
lightweight encryption algorithm that uses a block
cipher with a 128-bit key, making it well-suited for
use in resource-constrained environments. After the
medical information has been encrypted, a hash
function is applied to the encrypted data to generate
a fixed-size message digest. This message digest
can be used to verify the integrity of the data and
detect any changes or tampering that may have
occurred during transmission or storage. By SHA-
256 get the hash of the encrypted image.

Stage 2: Fragmentation

In this stage, the encrypted medical information is
fragmented into smaller, more manageable pieces
using the Bflow fragmentation technique. Bflow is
designed to minimize overhead and reduce
fragmentation errors, making it well-suited for use
in systems with limited resources. The original
image size is 256*256 pixels, and each pixel is
represented by an 8-bit color value, the total size of
the original image in bytes would be 196,608 bytes
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(256*256*3). Each fragment has a size of 128 bits
(16 bytes), and the total number of fragments
depends on the size of the original data and the
chosen fragmentation parameters.

Stage 3: Storage

In this stage, the fragmented data pieces are stored
in a blockchain using vertical sharding and a hash
value (HV). Vertical sharding partitions the
blockchain data by function, which can make it

Algorithm 1: Encryption and Store

easier to manage and scale the storage. The specific
sharding scheme used depends on the requirements
of the system and the nature of the data being
stored. The use of blockchain technology provides a
high level of security and transparency, as each
block in the chain contains a cryptographic hash of
the previous block, making it difficult for malicious
actors to modify or tamper with the data without
being detected. as shown in Algorithm 1 and Fig.5.

Input: read Plaintext message (IM 256*256)
Encr. key: SK

Medical Data

Output: store encrypted IM pieces: Blockchain € {[encrypted image after fragment} 11

1: proe SMIS (Secure MedicallnfoStorage) (IM, SK)

2: Divide IM into fixed-size blocks, such as 128-bit blocks (by)
3: Set C to an emply string

4: fori=1,..., n-1do

3: key generation (SK) to derive a unique subkey for (by
6. Chaskey encry. € (b)) + subkey (SK)

7 SHA3-256 € encrypted (b)

8:  Bflow € hash value (HV)

9:  blockchain network € (by) and (HVy

10: end for

11: Return the blockchain network

Hash 4—& Chasky Ener. )4— SKey

Data Fragmentation Bflow
Blackchain

Figure 5. Encryption System Structure

Stage 4: Retrieval and Decryption

In this stage, authorized users can retrieve the
fragmented data pieces from the blockchain,
reassemble them into the original encrypted and
hashed data, and decrypt the data using the Chaskey
algorithm. The hash value is also used to verify the
integrity of the data and ensure that it has not been
tampered with. This process involves reversing the
steps taken in the earlier stages, by reassembling the
data fragments, decrypting the data using the
encryption key, and verifying the integrity of the
decrypted data using the hash value (HV). As
shown in Algorithm 2 and Fig.6.

The reassembly process involves retrieving the
fragmented data pieces from the blockchain and
combining them to reconstruct the original
encrypted and hashed data. Here's a high-level
overview of the process:

- Retrieve the fragmented data pieces: To begin
the reassembly process, authorized users must
retrieve the fragmented data pieces from the
blockchain. The specific mechanism for
retrieving the data pieces will depend on the
design of the system, but it may involve
querying the blockchain using specific keys or
identifiers that correspond to the desired data.

- Reassemble the data pieces: Once the
fragmented data pieces have been retrieved,
they must be reassembled to reconstruct the
original encrypted and hashed data. This
involves combining the fragments in the correct
order and concatenating them to form the
complete encrypted and hashed data.

- Decrypt the data: With the encrypted and
hashed data reconstructed, authorized users can
then decrypt the data using the Chaskey
algorithm. The decryption process involves
reversing the encryption process used in the
encryption stage, by applying a series of
mathematical operations using the encryption
key.

- Verify the integrity of the data: Finally, the hash
function is used to verify the integrity of the
decrypted data. This involves computing a new
message digest of the decrypted data and
comparing it to the original message digest that
was generated in the encryption stage. If the
two message digests match, then the decrypted
data is valid and has not been tampered with. If
the message digests do not match, then the
decrypted data may have been modified or
corrupted during transmission or storage.
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Algorithm 2: Decryption

Blockchain

4 Y
—ﬁ Ener. Medical Data

Input: red ciphertext message (eIM), Encr. key (SK) and Blockchain network

Output: Decrypted medical data (IM)

iz

Data
defragmentation Bflow

E

1: proc RetrieveMedicallnfo (SK, blockchain)
2: Set (M) to an emply string
fori=1,.., n-1do
Reconstruct (HV) by combining the fragments using Bflow
Verify (eHV) using SHA3-236 to ensure data integrity
if eHV==HV then
haskey decryption € (eIM) + subkey generated from SK
IM € resulting plaintext
Else exit and return “Error”
8: end for
9: Return (IM)

MO S s

Ener. Medical Data

: 7
4
e

A N
<_ Chasky Encr. -€———
N /
N %
6 5
,,w"" \"\

—>
N

SKey

No

if same Hash \")_)
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Figure 6. Decryption System Structure

By using these four stages, the system can provide
high levels of security for medical information.
Encryption and hashing protect the data from
unauthorized access and ensure its integrity.
Fragmentation and vertical sharding make it easier

Results and discussion

Conducted tests on the proposed system by
analyzing (20) standard test images (8-bit images
with sizes 256*256) obtained from S.Barre:
Medical Imaging: Samples and OSIRIX DICOM
Image Library, as depicted in Fig. 7. The
implemented the proposed coding scheme for the
medical image using MATLAB 2018b and

to store and manage the data securely, while also
providing scalability as the amount of data
increases. Finally, the decryption stage grants
authorized users access to the protected data as
shown in Fig. 10.

evaluated the strength and efficiency of the
encryption system by implementing various types of
attacks such as differential, statistical, key
sensitivity, and image encryption. They compared
the results obtained from the proposed system with
those of other similar existing solutions currently
available.

™4

™S

T™M6

Figure 7. Sample medical CT scan Image 256 * 256 (8-bit)

Statistical Analysis
A statistical analysis of system performance was
performed using a sample of medical data (Images)

from a real healthcare institution. System
throughput and response time were analyzed using
standard statistical methods.
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Histogram Analysis

Histogram analysis is a statistical technique used to
analyze and interpret the distribution of values in a
dataset. A histogram is a graphical representation of

the distribution of data, which shows the number of
data points that fall within a certain range of values
(called a bin). Fig. 8 depicts the histogram of
original and cipher imagesZ.

Figure 8. The analysis of the histogram includes the original image and its histogram (shown as a, b,
and c) as well as the corresponding cipher image and its histogram (shown as d, e, and f)

Correlation Coefficient Analysis

It is a statistical method used to measure the
relationship between two variables. It involves
calculating the correlation coefficient, which is a
numerical value that indicates the strength and
direction of the linear relationship between two
variables?.

(nYXY-¥X3¥Y)

r = sqrt((nZXz—(ZX)z)*(TlZYZ—(Z Y)Z)) ............... 1

Where: n is the number of data points, ), XY is the
sum of the product of each pair of corresponding
data points, ; X is the sum of the x-values, .Y is
the sum of the y-values, Y X2 is the sum of the
squared x-values and Y. Y2 is the sum of the squared
y-values. The formula calculates the correlation
coefficient (r) between two variables X and Y,
where r ranges from -1 to +1. A value of -1
indicates a perfect negative correlation, 0 indicates
no correlation, and +1 indicates a perfect positive
correlation.

The objective of the proposed cryptosystem is to
reduce the correlation between pixels to achieve a
correlation value of zero or close to zero in the
cipher image. The calculation for the correlation
coefficient is presented in Eq.1 Table 3 presents the
correlation coefficients (CC) and the results of

different 8-bit encrypted color images of size
(256*256).

Quality Metrics for
Decryption

For accurate medical diagnosis, an image
encryption system must produce a cipher image that
is completely different from the original image,
while the decrypted image is almost identical to the
original. Therefore, quality analysis of image
encryption systems should ideally use both
objective and subjective methods to evaluate image
quality.

Image Encryption and

Numerical comparisons between the original image
and the encrypted/decrypted images form the basis
of objective methods such as Correlation
Coefficient (CC), Mean Square Error (MSE), and
Peak Signal Noise Ratio (PSNR). These metrics are
straightforward to implement, making them a
simpler alternative to subjective methods. Eqg. 1 is
used to calculate CC, while MSE and PSNR are
determined using Eq. 2 and Eq. 3 The
corresponding results of these metrics for
encryption and decryption are tabulated in Table 3,
Table 4, Table 5, Table 6, and Fig. 11, Fig. 12.
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Mean Squared Error (MSE)

It is a commonly used metric for evaluating the
performance of a machine learning algorithm or
regression model. It measures the average squared
difference between the predicted values and the
actual values of a dataset®.

MSE = 257 [1)-K@I2. oo, 2

Where: n is the total number of pixels in the images,
I(i) is the intensity value of the i-th pixel in the
original image, and K(i) is the intensity value of the
i-th pixel in the compressed or reconstructed image.

Anomaly detection is the process of identifying
events or behaviors that deviate from the norm in a
system. In security applications, anomaly detection
systems are used to detect malicious activities that
could indicate a security breach. These systems rely
on statistical models to learn the normal behavior of
the system and identify anomalous behavior. A
lower MSE indicates that the predicted values are
closer to the actual values, which means that the
model is performing better. However, a very low
MSE may indicate overfitting, which means that the
model is too closely fit to the training data and may
not generalize well to new data.

Peak Signal-to-Noise Ratio (PSNR)
PSNR is a commonly used metric for evaluating the
guality of an image or video signal after it has been

compressed or processed. PSNR is based on the
mean squared error (MSE) between the original and
compressed signals but is expressed in decibels
(dB) to make it more interpretable?®.

In security applications, PSNR is often used to
evaluate the quality of surveillance images.
Surveillance systems often capture and transmit
large amounts of data in real time, and this data is
often compressed to reduce storage and bandwidth
requirements. However, compression can introduce
noise and artifacts into the image, which can reduce
its quality and affect its usefulness in identifying
potential security threats.

PSNR = 20.log,o(MAX;) — 10.1l0g,o(MSE)... 3

Where: MAXi is the maximum possible pixel value
of the image (e.g., 255 for an 8-bit grayscale
image), and MSE is the mean squared error between
the original and reconstructed images.

A higher PSNR indicates that the compressed or
processed signal is more similar to the original
signal in terms of visual quality. However, PSNR
alone may not be sufficient to evaluate the visual
quality of a compressed or processed signal, as it
does not capture all aspects of human perception

Table 2. Performance of Original Image size (256*256)

Tested MSE PSNR SNR NC  BER
Image
TM1 0.0127456 89.932731 4.626 1 0
T™M2 0.0172291 90.887793 3.463 1 0
TM3 0.0183401 88.947311 3.837 1 0
T™M4 0.0116308 89.570351 2.396 1 0
TM5 0.0155719 90.802175 3.883 1 0
TM6 0.0100562 89.639563 4.623 1 0
Measuring the structural similarity index  Where: m1 and m2 are the means of the pixel values
(SSIM) in the two images, v1 and v2 are the variances of the

SSIM is a widely used metric for measuring the
similarity between two images. SSIM takes into
account not only the mean squared error (MSE)
between the two images but also the structural
information and texture of the images?. SSIM is
calculated as follows:

(2*m1*m2+C1)*(2xcov12+C2)

SSIM == ((mlz+m22+c1)*(U1+U2+C2))

pixel values in the two images, covl2 is the
covariance between the pixel values in the two
images and C1 and C2 are constants to stabilize the
division with weak denominator.

SSIM values range from -1 to 1, with 1 indicating
perfect similarity between the two images and -1
indicating complete dissimilarity. An SSIM value of
0 indicates that the two images are uncorrelated.
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Measurement of the Universal Quality Image
Index(UQI)

It is a metric used to evaluate the similarity or
quality of two images?. UQI is based on the mean
squared error (MSE) and the structural similarity
index (SSIM), and is calculated as follows:

(4*SSIM*v1xv2)
((m12+m22)*(v12+v22))

UQI = [ * (1 — MSE) ...... 5
Where: SSIM is the structural similarity index,
which measures the structural similarity between
two images, v1 and v2 are the variances of the pixel
values in the two images, m1 and m2 are the means
of the pixel values in the two images and MSE is
the mean-squared error between the two images.

UQI values range from 0 to 1, with higher values
indicating greater similarity or quality between the
two images. A UQI value of 1 indicates that the two
images are identical, while a UQI value of 0
indicates that there is no similarity between the
images.

Normalization Correlation (NC)

It is a metric used to evaluate the similarity between
two signals or datasets. NC is based on the
correlation coefficient between the two signals, but
it takes into account the mean and standard
deviation of the signals to normalize the correlation
coefficient?®. The NC is calculated as follows:

NC = (l) o 2= Xmean)* Vi=Ymean)) 5

n Gsta™ysed)

Where: n is the number of data points in the signals,
xi and y; are the i-th data points in the two signals,
Xmean and Ymean are the mean values of the two
signals, and Xst and ysq are the standard deviations
of the two signals.

NC values range from -1 to 1, with 1 indicating
perfect similarity between the two signals and -1
indicating complete dissimilarity. An NC value of 0
indicates that the two signals are uncorrelated.

Signal-to-Noise Ratio (SNR)
SNR measures the ratio of the signal power to the
noise power in a signal®. It is calculated as follows:

P signal

SNR =10 * log( ) e 7

P noise

Where: P-signal is the power of the signal and P-
noise is the power of the noise. SNR is typically
expressed in decibels (dB), and a higher SNR value
indicates a higher-quality signal with less noise.
SNR is commonly used in applications such as
audio and video processing, telecommunications,
and radio frequency engineering.

Bit Error Rate (BER)

Bit Error Rate is a commonly used metric for
evaluating the performance of a digital
communication system. BER measures the
proportion of bits that are received incorrectly
compared to the total number of bits transmitted
over a communication channel®. The BER can be
calculated in several ways, depending on the type of
communication system and the type of modulation
used. In general, the BER is calculated as follows:

(Number of received bits in error) 8

BER =

(Total number of transmitted bits)

The BER can be affected by various factors such as
noise, interference, signal attenuation, and
modulation scheme. A higher signal-to-noise ratio
(SNR) can result in a lower BER, while a lower
SNR can result in a higher BER.

Table 3. Performance of proposed system with
image size (256*256)

Tested Image CC uQl
T™1 0.3954 0.83085
T™M2 0.1467 0.79734
T™M3 0.3534 0.66736
T™M4 0.2133 0.70358
TM5 0.3581 0.50063
TM6 0.3902 0.65482
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Figure 9. UQI of Proposed System

The evaluation of the “Secure Storage of Medical
Information using the Chaskey System and
Blockchain Encryption” showed promising results
in terms of its performance and effectiveness in
protecting medical data. The system's use of
Chaskey encryption and the SHA3-256 hash
function in the first phase provides strong protection

Encrypted _TM1

for medical data, making it difficult for
unauthorized personnel to access or tamper with the
information. In addition, the Bflow hashing
technology used in stage 2, combined with vertical
hashing in the blockchain storage phase32%,
provided a scalable and manageable storage
solution that enhances security.

Org. TM1 Encrypted _TM2 Org. TM2
Figure 10. CT scan Image after Decryption
Table 4. Parameters of Encryption Quality
Encryption Quality
Tested Image
MSE PSNR CcC SSIM
T™M1 0.0127456 89.932731 0.3954 0.998031
T™M2 0.0172291 90.887793 0.1467 0.998487
T™M3 0.0183401 88.947311 0.3534 0.999742
T™M4 0.0116308 89.570351 0.2133 0.99945
TM5 0.0155719 90.802175 0.3581 0.999824
TM6 0.0100562 89.639563 0.3902 0.999257
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Table 5. Parameters of Decryption Quality

Decryption Quality

Tested Image

MSE PSNR CcC SSIM
™1 0 © 1 1
TM2 0 © 1 1
TM3 0 © 1 1
TM4 0 0 1 1
TM5 0 © 1 1
TM6 0 © 1 1
91.5
91
90.5
o 90
S
@ 89.5
=
D 89
88.5
88
87.5
™1 ™2 ™3 ™4 T™M5 ™6

Tested Image

Figure 11. PSNR analysis of the proposed system
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Figure 12. SSIM and CC analysis of the proposed system

In this study, a comprehensive examination will be
conducted to analyze the outcomes derived from the
implemented system. The scores for all indicators
indicated before were computed, which include
PSNR, MSE, Collusion Coefficient, SNR, SSIM,
and UQlI, for all test images, and presented them in
Tables 4 and 5. It is noteworthy to mention that
medical images of dimensions (256 * 256) were
used and a depth of 8 bits in this experiment. When

there is no noise present in the images, the two
images TM and the retrieved image (RTM) are
identical, which results in a zero MSE.
Consequently, the PSNR value becomes infinite or
undefined due to division by zero, as shown in the
tables. The structural similarity index (SSIM) and
Correlation Coefficient (CC) values of the
recovered image were both 1, which indicates that
the image retrieval quality is good. Moreover, the
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value of the Universal Quality Image Index (UQI)
was between 0.83085-0.50063, which is considered
a good value. Based on these findings, it may be

said with confidence that the suggested image
coding system has favorable coding and decoding
quality.

Table 6: Comparative analysis of the proposed model with other

Methods
Proposed
2-LEVEL DWT *
VC-SelectEncrypt *
AES-256 %

SSIM
0.9994
0.9990
0.9680
0.9993

PSNR MSE
89.9633 0.01416
64.0400 0.06513
87.9010 0.02047
64.9445 0.02082

Table 6 provides a comparison of different methods
for image encryption and decryption, with the
evaluation metrics being the Structural Similarity
Index (SSIM), Peak Signal-to-Noise Ratio (PSNR),
and Mean Squared Error (MSE). The higher the
SSIM and PSNR values, the better the image
quality, and the lower the MSE value, the better the
image fidelity. The proposed method achieved the
highest SSIM value of 0.9994, indicating that it
preserves the structural information of the original
image very well. The PSNR value of 89.9633 is
also very high, indicating that the proposed method
has a high signal-to-noise ratio and that the
decrypted image is very close to the original image.
The MSE value of 0.01416 is the lowest among all
methods, indicating that the proposed method has
the highest image fidelity.

Conclusion

The system has the potential to significantly
enhance the security and protection of medical
information, which is critical given the sensitivity
and importance of this type of data. However,
implementing and maintaining the system may
require significant resources and technical
knowledge. Therefore, careful planning and
implementation are necessary to ensure that the
system meets the specific needs and requirements of
the healthcare organization.

The system encrypts confidential medical data using
Chaskey encryption and hashes it with SHA3-256
for integrity. The encrypted data is then fragmented
using Bflow fragmentation and stored in a
blockchain network that provides a scalable and
decentralized storage solution. The system uses
smart contracts to enforce security measures such as
access control policies. Overall, the system offers a
highly secure and scalable solution for healthcare
organizations seeking to protect confidential

Comparing the proposed method to the other
methods, can see that the 2-LEVEL DWT method *
has a lower SSIM value and a much lower PSNR
value, indicating that it has a lower image quality
and a higher signal-to-noise ratio. The VC-
SelectEncrypt scheme® has a lower SSIM value and
a higher MSE value, indicating a lower image
quality and fidelity. The AES-256 scheme® has a
similar SSIM value to the proposed method, but a
lower PSNR value and a higher MSE value,
indicating that it has a lower signal-to-noise ratio
and a lower image fidelity. In conclusion, the
proposed method achieves better results than the
other methods in terms of SSIM, PSNR, and MSE,
indicating that it is a more effective method for
image encryption and decryption.

medical data against unauthorized access and
tampering.

Here is a summary of potential future business
directions for Secure Medical Information Storage
using Chaskey Cryptography and Blockchain
systems: Develop interfaces and APIs to integrate
the system with existing healthcare systems such as
Electronic Health Record (EHR) systems. Improve
system performance regarding the speed of
encryption and decryption operations by exploring
alternative encryption algorithms or optimizing the
key generation process. Making the system more
interoperable with other blockchain networks by
developing standards and protocols for exchanging
data between different blockchain networks. System
integration with machine learning algorithms to
enable more advanced data analysis and processing.
Ensure that the system is compliant with relevant
regulations and standards, such as HIPAA and
GDPR, Dby developing additional security
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procedures and processes. Testing the proposed
system by exposing it to the most famous attacks,
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