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Abstract

The fundamental component of Blockchain technology, the consensus algorithm, is employed to
guarantee data consistency among Blockchain nodes. Because it is resistant to Byzantine errors,
consortium chains frequently use the Practical Byzantine Fault Tolerance (PBFT) consensus
mechanism. Nevertheless, the current PBFT still has issues with high node communication complexity
and random master node selection. This study proposes the IBFT consensus mechanism, which is
based on the aggregate signature of Boneh-Lynn-Shacham (BLS) and node trust value. Multi-level
indications in IBFT are made to determine each node's trust value. A few very reliable nodes are
chosen to serve as consensus nodes. Whichever node has the highest trust value is selected as the
master node. Afterwards, BLS aggregated signatures are used to optimize the consensus flow of
PBFT. As a result, information sent between nodes is kept secure and node communication
complexity is decreased. The simulation experiment results show that when compared to the PBFT,
the IBFT consensus approach improves transaction throughputs by 61% and lowers latency by 13%.

Keywords: Blockchain, Boneh Lynn Shacham (BLS), Consensus Algorithm, Practical Byzantine
Fault Tolerance (PBFT), Trust Value.

Introduction

Blockchain technology has its origins in Bitcoin.
Satoshi published the Bitcoin white paper in 2008,
which proposed a peer-to-peer electronic cash
system that is completely independent of a central
institution?>.  Characterized by  anonymity,
decentralization and tamper-resistance**®,
Blockchain's appeal has spanned across various
fields. Consensus algorithms are the core

technology of Blockchain®’, ensuring data

consistency among nodes in a distributed system.
By allowing no more than one-third of the
network's nodes to be malicious and assuring
ongoing functionality even in hostile situations, the
PBFT method has emerged as a particularly robust
and effective consensus algorithm®®.

However, the PBFT uses a three-stage transmission
agreement to achieve data consistency. The PBFT's
communication complexity is 0(n?) '°, which
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makes it unsuitable for massive node networks.
Improvements to the PBFT algorithm are now well-
grounded in research. For example, some nodes are
chosen as consensus nodes via Speculative
Byzantine Fault Tolerance (SBFT)'. The DBFT
consensus algorithm is what the NEO project™
suggests, and it allows nodes to pick some of them
as consensus nodes to create new blocks by voting
based on how many tokens they own. The
disadvantage of the first two ways of improvement
mentioned above is that consensus node selection
criteria are very straightforward and vulnerable to
assault. Tong et al. presented the TrustGPBFT
consensus algorithm®™. To reduce the system's

Materials and Methods

In this fundamental study, mixed methods will be
used for the methodology approaches, applying
both quantitative and qualitative methods. This
study will be divided into three phases: (a)construct
multi-level indicators to measure the trust value of
each node; (b)select the master node among nodes
with higher values; (c)modify the consensus
protocol of PBFT. The master node converts the
information interaction process between nodes into
the BLS signature process, reducing the
communication complexity between nodes from
0(n?)to 0(n).

Phase a

The trust value is a comprehensive quantitative
evaluation of the node's integrity level,
communication capabilities and node stability.
Node trust can be expressed as a discrete or
continuous trust interval. For example, {-2, -1, 0, 1,
2} is used to represent the node's complete
untrustworthiness, basic untrustworthiness,

latency and increase scalability, TrustGPBFT
combines PBFT with the PeerTrust trust calculation
model and selects nodes to engage in the consensus
process. But the PBFT's time complexity is still
0(n?).

In this context, the IBFT proposed in this study first
figure out the trust value of every node through
multi-level indicators and elects’ part of nodes to
engage in the consensus process. The following
BLS aggregation signature procedure is carried out
by the node with the highest value of trust, which is
chosen to be master node, thereby boosting the
system's throughput while lowering the system's
latency and communication complexity.

uncertainty, basic trust, and complete trust. Or using
the interval [0, 1] quantify the trust degree of each
node. When it is 0, this node is completely
untrustworthy. When the trust degree of a node is 1,
the node is completely trustworthy. Discrete trust
levels cannot quantitatively reflect the changing
trend of node trust over time, and the level division
is too simple. Therefore, this paper uses the trust
interval [0, 1] to represent the trust degree of the
consensus node. The trust degree of the node is
expressed as T.

The node trust value evaluation index system
should be characterized by multi-attribute, omni-
directional and multi-granularity. By observing the
behavioral attributes of consensus nodes, this paper
guantitatively evaluates node trust from the three
aspects of node security, stability and availability,
and designs three first-level evaluation metrics and
11 second-level evaluation metrics of blockchain
node trust. In Table 1, it displays specific
description of the indicators.

Table 1. System of consensus node trust value evaluation

Level 1 indicators

Level 2 indicators

Interpretation of
indicators

Safety

Node Connection Ratio

Data consistency ratio

Percentage of data
consistency of data
forwarded by nodes
compared to data
forwarded by other nodes
Actual node connections
as a percentage of the total
desired node connections
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Proportion of identity
fraud

Whether to provide invalid
blocks

Stability network latency

Node online hours

Node offline hours
Usability Ratio of available memory

CPU utilization

Percentage of available
storage capacity on disk

Proportion of messages
sent under false pretenses
to other nodes in relation
to overall communications
Whether an invalid block
was created

Delay in establishing links
with other nodes

Runtime of the node in the
system

The duration that the node
cut off communication
with the system

The ratio of available
memory to total memory
Reflects the current load of
the CPU

The ratio of disk remaining
capacity to total capacity

The three first-level indicators are a summary of the
second-level indicators and reflect three aspects of
node credit evaluation. Security and stability are
trust  characteristics that  describe  honest
collaboration and non-fraud of nodes. Availability
describes the trust characteristics of node
capabilities from the aspects of the node's own
storage capacity and processing capabilities. The
capability trust characteristic is the basis and
premise of trust in honest collaboration. The trust
degree obtained in this article comprehensively
considers the node's honest collaboration trust and
capability trust.

There are 11 secondary indicators, which are
specific indicator information that reflects the

running status of the node. Secondary indicators are
divided into discrete indicators and percentage
indicators. For example, the values of indicators
such as data consistency ratio, node connection
ratio, and identity fraud ratio can be directly
expressed by percentages. The value of the indicator
is in the [0, 1] interval and can be used directly.
However, the values of indicators such as network
delay, node online time, and node offline time are
specific integers, and they need to be quantified
uniformly. Different attribute values are assigned
different values according to their importance in the
consensus  process. The  attribute  value
quantification can be seen from Table 2.

Table 2. Discrete data scorecard

Whether to provide

Network latency

Node online hours

Node offline hours

invalid blocks

Range / score Range / score Range / score Range / score

Yes/1 (0,30)/ 12 (72, +00) / 11 (0,05)/11

No/0 (31,50)/8 (25,71)/8 (0.6,2)/8
(51,80)/6 (13,24) /4 (3,24)/4
(81, 100)/ 4 0,12)/1 (35, +00) / 1

(101, +o0) / 2

After the secondary indicators are quantified
according to Table 2, they are scaled proportionally
according to the min-max normalization method to
map the quantified values to the [0,1] interval. The
specific method is as follows: set v,,;, and vVy,qy

as the minimum and maximum values of an
indicator, respectively, and v as the specific value
of the second-level metric, which is the converted
value. The data are normalized according to
equation: value = (v — Vimin)/ Wmax — Vmin)-
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Take the node online hours as an example, when the
node online hours are 50h, it is recorded as 8, the
maximum value is 11, and the minimum value is 1.
According to the equation, the final value of 0.7 is
obtained to represent the node online hours.

Combining qualitative and guantitative
methodologies, the analytical hierarchy process is a
method for making decisions based on several
factors. When applying the analytic hierarchy
process method, the problem to be solved should be
broken down into relevant elements, and then
divided into objectives, criteria, options, etc., and
guantified by certain numerical values.

After constructing the node trust evaluation index
system, the weights of each index need to be
calculated. The discriminant matrix is constructed
by comparing the importance of each attribute of

1 3 1/3 5

1 5 9
/3 1 1/3 1

/5 1 3
31 3

1/9 1/3 1
/5 1 1/3 1

the same level about an index attribute in the
previous level two by two. To prevent the difficulty
in making decisions brought on by too many
discriminatory levels, the 9-percentile ratio is
adopted to determine the relative advantages and
disadvantages of each evaluation index, and the
discriminant matrix of the first-level and second-
level indexes is constructed sequentially. In this
paper, multiple discriminant matrices are given by
several experienced experts, and the final
discriminant matrix is aggregated by adding expert
weights through the geometric mean method to
reduce the subjectivity of expert evaluation. The
expert weights can be obtained by two-by-two
judgment from technical title, practice time,
experience, etc. using hierarchical analysis. Fig. 1
shows the comparison matrix constructed for the
primary indicator and the three secondary indicators.

1 1/5 1/7 1 1/5 1/7
5 1 1/2 5 1 1/2
7 2 1 7 2 1

Figure 1. Comparison matrix for primary and secondary indicators

After passing the consistency test, the eigenvectors
represent the weights of metrics. As shown in Table
3, the final comprehensive weights of the second-

level metrics are obtained by combining the weights
of the first-level and second-level metrics.

Table 3. The weights of the node indicators

Level 1 indicators Weight Level 2 indicators Weight

Safety 0.7514 Data consistency ratio 0.2311
Node Connection Ratio 0.0839
Proportion of identity 0.3598
fraud
Whether to provide invalid 0.0766
blocks

Stability 0.1782 network latency 0.0134
Node online hours 0.0594
Node offline hours 0.1054

usability 0.0704 Ratio of available memory  (0.0433
CPU utilization 0.0088
Percentage of available 0.0183
storage capacity on disk

Phase b Node are classified according to the rank of the trust

After getting the values and weights of the metrics,
the trust value of the node is determined. Rank
consensus nodes in accord with their trust values.

values.

From the perspective of the system as a whole,
when the client sends a request, if f nodes become
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invalid nodes due to network interruption, then the
client receives only n — f replies in the worst case.
However, among the n — f replies, due to the
asynchronous reply, the client may receive less than
n - f replies. Some nodes are included in the reply
because the reply speed is too slow. In the worst-
case scenario, each node receives f fewer replies.
These replies are due to network delays and not
Byzantine errors. Among the n — f replies
received by the client, the existence of f Byzantine
nodes is the worst-case scene. To identify the reply
results of normal nodes, the number of normal
nodes must be at least one more than the number of
Byzantine nodes, that is, there are f + 1 normal
nodes, satisfying n—f>f+1+f , that is,
n = 3f + 1. Each consensus process of PBFT takes
place in a view, which contains a master node and
the rest are replica nodes. The master node acts as
the initiator of consensus and runs the consensus
protocol with other replica nodes. If the master node
in the view fails, the view change process needs to
be initiated, and the master node of the next view is
responsible for initiating the consensus on the
messages that did not complete the consensus in the
previous round and continues to run.

In this paper, consensus nodes are categorized into
3 types: honest nodes, normal nodes and malicious
nodes. The node with the greatest trust value is the
master node.

The top one-third of nodes with greater trust values
are honest nodes. This type of node provides
reliable communication services with high
performance while ensuring the security of
transmitted data when communicating with other
nodes. In the view change, the honest node is to be
preferred to become the master node to forward the
transaction requests received from the client for the
other nodes. If the honest node performs poorly in
the consensus process and the trust value ranking
decreases, it may be downgraded to a normal node
or even a malicious node.

The bottom one-third nodes with the lower trust
values are malicious nodes. This type of node tends
to forward wrong messages or does not provide
communication services to other nodes during the
consensus process. In addition to consuming the

bandwidth resources of the system, malicious nodes
also interfere with the achievement of consensus.
Therefore, malicious nodes need to be isolated from
the set of consensus nodes before each consensus. A
slow recovery strategy of trust level is adopted for
malicious nodes. When the trust level is higher than
the 2f + 1th node at the time, it is upgraded to a
normal node, which can join the set of consensus
nodes again. The recovery formula is: Trust = T +
At = k/t. T is current trust value of the node, At is
the total time elapsed, t is the time required for a
consensus to be reached, which can also be referred
to as a time frame, and k denotes the rate of trust
restoration, which can be determined depending on
the specific business.

The remaining nodes are normal nodes. A normal
node can be upgraded to become an honest node by
performing better in the network, or it can be
downgraded to a malicious node due to reduced
trust. Normal nodes can participate in the consensus
of the network along with honest nodes, but try not
to select the normal node as a master node if there
are many honest nodes in the consortium chain.
Only honest and normal nodes can engage in the
CONSENSUS Process.

Phase ¢

The problem with the high computational overhead
of PBFT is the transmission complexity of the
network'***, as n nodes need to broadcast to the
remaining n-1 nodes™, the entire transmission
complexity is O(n?). It is a constraint on the
efficiency.

Boneh et al*"*® proposed a BLS signature scheme in

2004 and updated it in 2018. Given a set of
signatures, a BLS aggregated signature can be
generated and allows verification of the authenticity
of the signatures. BLS aggregated signature is
composed of 4 parts: initialization, key generation,
aggregated signature, and signature verification. In
the second phase of the project, each node instead
sends the information uniformly to the master node,
who verifies it and then sends it to the nodes, thus
reducing the complexity. Fig. 2 shows the complete
process of applying BLS signatures to the IBFT
algorithm.
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master node packages
transaction from client into a
block and broadcasts it to
other nodes

:

Other nodes receive block
for verification and send
Prepare message to master
node with their own
signatures

Prepare
Stage

}

Commit
Stage

:

Master node listens for message
and signatures from other nodes

Master node listens for message
and signatures from other nodes

umber of

signatures
=

2f +1

master node executes BLS Multi-
Sig Aggregation and broadcast
the result to other nodes

A
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master node
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signatures
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Sig Aggregation and broadcast
the result to other nodes

\

Other nodes verify result and
confirm new block

End

Figure 2. The overall process of applying BLS to PBFT

As shown in Fig. 2, the overall process is still
divided into three stages™: pre-preparation,
preparation, and submission. The detailed steps for
each process are listed below.

Pre-prepare Stage: The client transactions are
collected by the master node, which then groups
them into a new block, then delivers it to other
nodes. The message is received by the other nodes
who then confirm the master node's identification.
If they verify it, they send a prepare message with
their signature.

Prepare Stage: After the master node get prepare
information and signatures from more than 2f + 1
nodes®, BLS technology combines the signatures
into 1 signature and sends the outcome to the
remaining nodes. The remaining nodes receive the

information, verify it, and then enter the Commit
Stage.

Commit Stage: The remaining nodes send commit
messages and signatures to the master node, which
receives commit messages and signatures from
more than 2f + 1 nodes and then broadcasts the
listening result to the remaining nodes. After the
remaining nodes receive it, the new block is
confirmed.

In summary, the use of BLS Multi-Sig for signature
aggregation reduces the number of node
communications, decreases the communication
complexity of PBFT from 0(n?) to 0(n), thus
reduces the computational overhead of the PBFT.
In the Fig. 3, it shows the node intercommunication
process of IBFT.
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Figure 3. Node intercommunication process of IBFT

Results and Discussion

The IBFT algorithm is tested in terms of consensus
throughput and consensus latency. The server runs
Windows 10 and has an Intel i7 3GHz processor
and 16GB of RAM. The Go programming language
is used to create the IBFT and PBFT algorithms.
Threads are used to listen to various ports in place
of nodes, and several threads are opened to mimic
the communication process of consensus nodes. The
effectiveness of IBFT algorithm is verified by
analyzing the throughput and transaction delay
comparison with PBFT algorithm.

The number of legitimate transactions that the
blockchain system submits in a certain amount of
time is known as transaction throughput, which is
one of the main indicators of blockchain
performance testing. When the client sends 200
transactions, the experiment adopts the node
number n is 4, 7, 10 respectively. The quantity of
malicious nodes f is 1, 2, 3 respectively, which
satisfies the inequality: n > 3f + 1 . The
throughput is determined by the equation: TPS =
Transactions/t . TPS represents throughput.
Transactions are the total number of transactions the
system processed in a certain period of time, while
the new block is being produced, and t is the
generation time of the new block.

200

150

100

50

Throughts per second

¢ \4 Ve

number of nodes
e |BF T PBFT

Figure 4. Comparison of transaction throughput
of BFT and PBFT consensus algorithms

Fig. 4 shows that compared with PBFT consensus
algorithm, IBFT consensus algorithm's data
throughput is weaker affected by the increase of
node number, and can maintain a more stable data
throughput and higher. Under the same number of
transaction  requests, the enhanced IBFT's
throughput is 61% more than the PBFT's. The
latency is an important index of the consensus
algorithm, the calculation formula is Tq = T; - T,
T, is the confirmation time of the block added to the
ledger; T, is the start time of the client to send a
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transaction request. Both T.and T, are recorded by
timestamps. In this experiment, T, and T, are
recorded for 200 times, and T4 is calculated and
averaged to get the statistical results. The latency
test of PBFT and IBFT is conducted under the
number of nodes 4, 7 and 10 respectively, and the
latency comparison graph in Fig. 5 is obtained.

latency (s)
o = N w Y (9] (o)}

¢ A4 0

number of nodes

N [BFT mPBFT

Figure 5. Latency Comparison of IBFT and
PBFT Consensus Algorithms

Conclusion

This paper analyzes PBFT and proposes the IBFT to
help solve the PBFT's current issues such as simple
master node selection rules, high latency and high
communication complexity. With the master node
acting as the coordinator of information sending and
receiving, the time complexity of PBFT can be
lowered to O(n). This approach selects the master
node according to the node's trust value, which can
assure the randomness and security of the master
node selection. Combining BLS signatures in the
consistency agreement ensures that the master node
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